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655 avenue de l’Europe Montbonnot
38334 Saint Ismier Cedex
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥
❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮
❉❡♥✐s ❇✉t✐♥✱ ❉❛♥✐❡❧ ▲❡ ▼ét❛②❡r∗
Pr♦❥❡❝t✲❚❡❛♠ Pr✐✈❛t✐❝s
❘❡s❡❛r❝❤ ❘❡♣♦rt ♥➦ ✽✹✸✷ ✖ ❉❡❝❡♠❜❡r ✷✵✶✸ ✖ ✶✽ ♣❛❣❡s
❆❜str❛❝t✿ ❆❝❝♦✉♥t❛❜✐❧✐t② ✐s ✐♥❝r❡❛s✐♥❣❧② r❡❝♦❣♥✐s❡❞ ❛s ❛ ❝♦r♥❡rst♦♥❡ ♦❢ ❞❛t❛ ♣r♦t❡❝t✐♦♥✱ ♥♦t❛❜❧②
✐♥ ❊✉r♦♣❡❛♥ r❡❣✉❧❛t✐♦♥✱ ❜✉t t❤❡ t❡r♠ ✐s ❢r❡q✉❡♥t❧② ✉s❡❞ ✐♥ ❛ ✈❛❣✉❡ s❡♥s❡✳ ❋♦r ❛❝❝♦✉♥t❛❜✐❧✐t② t♦
❜r✐♥❣ t❛♥❣✐❜❧❡ ❜❡♥❡✜ts✱ t❤❡ ❡①♣❡❝t❡❞ ♣r♦♣❡rt✐❡s ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ ❤❛♥❞❧✐♥❣ ❧♦❣s ✭✉s❡❞ ❛s ✏❛❝❝♦✉♥ts✑✮
❛♥❞ t❤❡ ❛ss✉♠♣t✐♦♥s r❡❣❛r❞✐♥❣ t❤❡ ❧♦❣❣✐♥❣ ♣r♦❝❡ss ♠✉st ❜❡ ❞❡✜♥❡❞ ✇✐t❤ ❛❝❝✉r❛❝②✳ ■♥ t❤✐s ♣❛♣❡r✱
✇❡ ♣r♦✈✐❞❡ ❛ ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ❢♦r ❛❝❝♦✉♥t❛❜✐❧✐t② ❛♥❞ s❤♦✇ t❤❡ ❝♦rr❡❝t♥❡ss ♦❢ t❤❡ ❧♦❣ ❛♥❛❧②s✐s ✇✐t❤
r❡s♣❡❝t t♦ ❛❜str❛❝t tr❛❝❡s ✉s❡❞ t♦ s♣❡❝✐❢② ♣r✐✈❛❝② ♣♦❧✐❝✐❡s✳ ❲❡ ❛❧s♦ s❤♦✇ t❤❛t ❝♦♠♣❧✐❛♥❝❡ ✇✐t❤
r❡s♣❡❝t t♦ ❞❛t❛ ♣r♦t❡❝t✐♦♥ ♣♦❧✐❝✐❡s ❝❛♥ ❜❡ ❝❤❡❝❦❡❞ ❜❛s❡❞ ♦♥ ❧♦❣s ❢r❡❡ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛✱ ❛♥❞ ❞❡s❝r✐❜❡
t❤❡ ✐♥t❡❣r❛t✐♦♥ ♦❢ ♦✉r ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ✐♥ ❛ ❣❧♦❜❛❧ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss✳
❑❡②✲✇♦r❞s✿ ❆❝❝♦✉♥t❛❜✐❧✐t②✱ Pr✐✈❛❝②✱ ❆✉❞✐t✱ ❈♦♠♣❧✐❛♥❝❡✱ ▲♦❣✱ P❡rs♦♥❛❧ ❞❛t❛
∗ ❚❤✐s ✇♦r❦ ✇❛s ♣❛rt✐❛❧❧② ❢✉♥❞❡❞ ❜② t❤❡ ❊✉r♦♣❡❛♥ ♣r♦❥❡❝t P❆❘■❙ ✴ ❋P✼✲❙❊❈✲✷✵✶✷✲✶ ❛♥❞ t❤❡ ■♥r✐❛ Pr♦❥❡❝t
▲❛❜ ❈❆PP❘■❙ ✭❈♦❧❧❛❜♦r❛t✐✈❡ ❆❝t✐♦♥ ♦♥ t❤❡ Pr♦t❡❝t✐♦♥ ♦❢ Pr✐✈❛❝② ❘✐❣❤ts ✐♥ t❤❡ ■♥❢♦r♠❛t✐♦♥ ❙♦❝✐❡t②✮✳
❆♥❛❧②s❡ ❞❡ ▲♦❣s ♣♦✉r ❧❛ ❘❡s♣♦♥s❛❜✐❧✐té ✭✏❆❝❝♦✉♥t❛❜✐❧✐t②✑✮
❧✐é❡ à ❧❛ Pr♦t❡❝t✐♦♥ ❞❡s ❉♦♥♥é❡s P❡rs♦♥♥❡❧❧❡s ✭❱❡rs✐♦♥
▲♦♥❣✉❡✮
❘és✉♠é ✿ ▲❡ ♣r✐♥❝✐♣❡ ❞❡ r❡s♣♦♥s❛❜✐❧✐té ❡st ❞❡ ♣❧✉s ❡♥ ♣❧✉s ❝♦♥s✐❞éré ❝♦♠♠❡ ✉♥ ♣✐❧✐❡r ❞❡
❧❛ ♣r♦t❡❝t✐♦♥ ❞❡s ❞♦♥♥é❡s✱ ♥♦t❛♠♠❡♥t ❞❛♥s ❧❡ ❝♦♥t❡①t❡ ❥✉r✐❞✐q✉❡ ❡✉r♦♣é❡♥✱ ♠❛✐s s♦✉✈❡♥t ✉t✐❧✐sé
❞❛♥s ✉♥ s❡♥s ✈❛❣✉❡✳ P♦✉r q✉❡ ❝❡ ❝♦♥❝❡♣t ♣r♦❞✉✐s❡ ✉♥❡ ♣❧✉s✲✈❛❧✉❡ t❛♥❣✐❜❧❡✱ ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞❡
❞é✜♥✐r ♣ré❝✐sé♠❡♥t ❧❡s ❝♦♥❞✐t✐♦♥s q✉❡ ❧❡s ❧♦❣s r❡❧❛t✐✈❡s ❛✉① ♠❛♥✐♣✉❧❛t✐♦♥s ❞❡ ❞♦♥♥é❡s ♣❡rs♦♥♥❡❧❧❡s
✭❧❡s ✏❝♦♠♣t❡s✑ à r❡♥❞r❡✮ ❞♦✐✈❡♥t r❡s♣❡❝t❡r✱ ❛✐♥s✐ q✉❡ ❧❡s ❤②♣♦t❤ès❡s r❡❧❛t✐✈❡s à ❧❡✉r ❣é♥ér❛t✐♦♥✳
❉❛♥s ❝❡ r❛♣♣♦rt✱ ♥♦✉s ♣rés❡♥t♦♥s ✉♥ ❝❛❞r❡ ❢♦r♠❡❧ ♣♦✉r ❧❡ ♣r✐♥❝✐♣❡ ❞❡ r❡s♣♦♥s❛❜✐❧✐té ❡t ♠♦♥tr♦♥s
❧✬❡①❛❝t✐t✉❞❡ ❞❡ ❧✬❛♥❛❧②s❡ ❞❡ ❝♦♥❢♦r♠✐té ❞❡ ❧♦❣s s②stè♠❡ ♣❛r r❛♣♣♦rt à ❝❡❧❧❡ ❞❡ tr❛❝❡s ❛❜str❛✐t❡s
✉t✐❧✐sé❡s ♣♦✉r ❧❛ s♣é❝✐✜❝❛t✐♦♥ ❞❡s ♣♦❧✐t✐q✉❡s ❞❡ ♣r♦t❡❝t✐♦♥ ❞❡s ❞♦♥♥é❡s ♣❡rs♦♥♥❡❧❧❡s✳ ▲❛ ❝♦♥❢♦r♠✐té
✈✐s✲❛✲✈✐s ❞❡s ♣♦❧✐t✐q✉❡s ❞❡ ♣r♦t❡❝t✐♦♥ ❞❡s ❞♦♥♥é❡s ♣❡rs♦♥♥❡❧❧❡s ♣❡✉t êtr❡ ✈ér✐✜é❡ s✉r ❧❛ ❜❛s❡ ❞❡ ❧♦❣s
s❛♥s ❞♦♥♥é❡s ♣❡rs♦♥♥❡❧❧❡s✳ ❈❡ ❝❛❞r❡ ❢♦r♠❡❧ s✬✐♥tè❣r❡ ❞❛♥s ✉♥ ♣r♦❝❡ss✉s ❣❧♦❜❛❧ ❞❡ r❡s♣♦♥s❛❜✐❧✐té
é❣❛❧❡♠❡♥t ❞é❝r✐t✳
▼♦ts✲❝❧és ✿ ❘❡s♣♦♥s❛❜✐❧✐té✱ Pr♦t❡❝t✐♦♥ ❞❡ ❧❛ ✈✐❡ ♣r✐✈é❡✱ ❆✉❞✐t✱ ❈♦♥❢♦r♠✐té✱ ▲♦❣✱ ❉♦♥♥é❡s
♣❡rs♦♥♥❡❧❧❡s
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✸
✶ ❈♦♥t❡①t ❛♥❞ ▼♦t✐✈❛t✐♦♥
❚❤❡ ♣r✐♥❝✐♣❧❡ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t②✱ ✐♥tr♦❞✉❝❡❞ t❤r❡❡ ❞❡❝❛❞❡s ❛❣♦ ✐♥ t❤❡ ❖❊❈❉✬s ❣✉✐❞❡❧✐♥❡s ❬✶✼❪✱
❤❛s ❜❡❡♥ ❡♥❥♦②✐♥❣ ❣r♦✇✐♥❣ ♣♦♣✉❧❛r✐t② ♦✈❡r t❤❡ ❧❛st ❢❡✇ ②❡❛rs ✐♥ t❤❡ ✜❡❧❞ ♦❢ ❞❛t❛ ♣r♦t❡❝t✐♦♥✳ ❆
❝♦♥s♦rt✐✉♠ ✇❛s s❡t ✉♣ ✐♥ ✷✵✵✾ ✇✐t❤ ♣r❡❝✐s❡❧② t❤❡ ❞❡✜♥✐t✐♦♥ ❛♥❞ ❛♥❛❧②s✐s ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ❛s
♦♥❡ ♦❢ ✐ts ♣r✐♠❛r② ❣♦❛❧s ❬✼❪✳ ❆t t❤❡ ❊✉r♦♣❡❛♥ ❧❡✈❡❧✱ t❤❡ ❆rt✐❝❧❡ ✷✾ ❲♦r❦✐♥❣ ●r♦✉♣ ♣✉❜❧✐s❤❡❞ ❛♥
♦♣✐♥✐♦♥ ❞❡❞✐❝❛t❡❞ t♦ t❤❡ ♠❛tt❡r r❡❝❡♥t❧② ❬✶❪ ❛♥❞ t❤❡ ♣r✐♥❝✐♣❧❡ ✐s ❡①♣❡❝t❡❞ t♦ ❜❡ ❡♥s❤r✐♥❡❞ ✐♥ t❤❡
✉♣❝♦♠✐♥❣ ❊✉r♦♣❡❛♥ ❞❛t❛ ♣r♦t❡❝t✐♦♥ r❡❣✉❧❛t✐♦♥ ❬✶✶❪✶
❚❤❡ ❦❡② ✐❞❡❛ ❜❡❤✐♥❞ t❤❡ ♥♦t✐♦♥ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ✐s t❤❛t ❞❛t❛ ❝♦♥tr♦❧❧❡rs ✭❊✉r♦♣❡❛♥ t❡r♠✐✲
♥♦❧♦❣② ❢♦r ❡♥t✐t✐❡s ❝♦❧❧❡❝t✐♥❣ ♣❡rs♦♥❛❧ ❞❛t❛✱ ❞❡♥♦t❡❞ ❉❈ ❢r♦♠ ♥♦✇ ♦♥✮ s❤♦✉❧❞ ♥♦t ♠❡r❡❧② ❝♦♠♣❧②
✇✐t❤ ❞❛t❛ ♣r♦t❡❝t✐♦♥ r✉❧❡s ❜✉t ❛❧s♦ ❜❡ ❛❜❧❡ t♦ ❞❡♠♦♥str❛t❡ ❝♦♠♣❧✐❛♥❝❡ ✖ ✏s❤♦✇✐♥❣ ❤♦✇ r❡s♣♦♥✲
s✐❜✐❧✐t② ✐s ❡①❡r❝✐s❡❞ ❛♥❞ ♠❛❦✐♥❣ t❤✐s ✈❡r✐✜❛❜❧❡✑✱ ❛s st❛t❡❞ ❜② t❤❡ ❆rt✐❝❧❡ ✷✾ ❲♦r❦✐♥❣ ●r♦✉♣ ❬✶❪✳
❚❤❡ ♠♦t✐✈❛t✐♦♥ ✉♥❞❡r❧②✐♥❣ t❤✐s ❣❡♥❡r❛❧ ♣r✐♥❝✐♣❧❡ ✐s t❤❛t ❞❛t❛ s✉❜❥❡❝ts ✭❉❙✮ ❞✐s❝❧♦s✐♥❣ ♣❡rs♦♥❛❧
❞❛t❛ t♦ ❛ ❉❈ ❧♦s❡ ❝♦♥tr♦❧ ♦✈❡r ✐t ❛♥❞ r❡q✉✐r❡ str♦♥❣ ❣✉❛r❛♥t❡❡s r❡❣❛r❞✐♥❣ ❛❝t✉❛❧ ❤❛♥❞❧✐♥❣✳
❈r✉❝✐❛❧❧②✱ ❛❝❝♦✉♥t❛❜✐❧✐t② ✐s ♠♦r❡ t❤❛♥ ❛♥ ✐♠♣❡❞✐♠❡♥t t♦ ❝♦♠♣❛♥✐❡s✿ ✐t ❝❛♥ ❤❡❧♣ t❤❡♠ ❝❧❛r✐✲
❢②✐♥❣ t❤❡✐r ✐♥t❡r♥❛❧ ♣r♦❝❡ss❡s ❛♥❞ ❧❡✈❡❧ ♦❢ ❝♦♠♣❧✐❛♥❝❡ ✇✐t❤ ❧❡❣❛❧ r✉❧❡s ✭♦r t❤❡✐r ♦✇♥ ♣♦❧✐❝✐❡s✮✳ ■♥
❛❞❞✐t✐♦♥✱ ❛ s♦❧✐❞ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss ♣✉ts ❛ ❝♦♠♣❛♥② ✐♥ ❛ ❜❡tt❡r ♣♦s✐t✐♦♥ t♦ ❞❡♠♦♥str❛t❡ ✐ts
❝♦♠♣❧✐❛♥❝❡ ✐♥ ❝❛s❡ ♦❢ ❞✐s♣✉t❡✳
◆❡✈❡rt❤❡❧❡ss✱ ❛ ❞♦✇♥s✐❞❡ t♦ t❤❡ ❣❡♥❡r❛❧✐t② ♦❢ t❤✐s ❝♦♥❝❡♣t ✐s t❤❛t ✐t ✐s t♦♦ ❢r❡q✉❡♥t❧② ✉s❡❞ ✐♥
❛ ✈❛❣✉❡ s❡♥s❡ ✖ ❛t ❧❡❛st✱ ❜② ❧❛✇②❡rs ❛♥❞ ❞❡❝✐s✐♦♥ ♠❛❦❡rs✳ ❙♦♠❡ ❝❧❛r✐t② ✐s ♣r♦✈✐❞❡❞ ❜② ❇❡♥♥❡tt✬s
♥♦♠❡♥❝❧❛t✉r❡ ❬✽❪✱ ✇❤✐❝❤ ❞✐st✐♥❣✉✐s❤❡s t❤r❡❡ t②♣❡s ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t②✿ ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣♦❧✐❝②✱ ♦❢
♣r♦❝❡❞✉r❡s ❛♥❞ ♦❢ ♣r❛❝t✐❝❡✳ ❚❤❡ str♦♥❣❡st ✈❛r✐❛♥t ✐s ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣r❛❝t✐❝❡✱ ✇❤✐❝❤ ❤♦❧❞s t❤❛t
❉❈ ♦✉❣❤t t♦ ❞❡♠♦♥str❛t❡ t❤❛t t❤❡✐r ❛❝t✉❛❧ ❞❛t❛ ❤❛♥❞❧✐♥❣ ❝♦♠♣❧✐❡s ✇✐t❤ t❤❡✐r ♦❜❧✐❣❛t✐♦♥s✳ ■♥
t❤❡ ❝❛s❡ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣♦❧✐❝②✱ t❤❡② ♠✉st ❜❡ ❛❜❧❡ t♦ s❤♦✇ t❤❛t t❤❡② ❛❝t✉❛❧❧② ❤❛✈❡ ❞❡✜♥❡❞
❛ ♣r✐✈❛❝② ♣♦❧✐❝②❀ ✐♥ t❤❡ ❝❛s❡ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣r♦❝❡❞✉r❡s✱ t❤❡② ♠✉st ❜❡ ❛❜❧❡ t♦ s❤♦✇ t❤❛t
t❤❡② ❤❛✈❡ ♣✉t ✐♥ ♣❧❛❝❡ ❛♣♣r♦♣r✐❛t❡ ♣r♦❝❡❞✉r❡s t♦ ♠❡❡t t❤❡✐r ♣♦❧✐❝②✳ ■❞❡❛❧❧②✱ t❤❡ t❤r❡❡ t②♣❡s ♦❢
❛❝❝♦✉♥t❛❜✐❧✐t② s❤♦✉❧❞ ❜❡ ✐♠♣❧❡♠❡♥t❡❞✿ ❤❛✈✐♥❣ ❛ ♣r✐✈❛❝② ♣♦❧✐❝② ✐♥ ♣❧❛❝❡ ✐s ♦❜✈✐♦✉s❧② ❛ ♠✐♥✐♠❛❧
r❡q✉✐r❡♠❡♥t ❛♥❞ t❤❡ ♣r♦❝❡❞✉r❡s s❤♦✉❧❞ s✉♣♣♦rt ❣♦♦❞ ♣r❛❝t✐❝❡s✳ ❍♦✇❡✈❡r✱ ✐♥ ♦r❞❡r t♦ ✐♠♣❧❡♠❡♥t
t❤❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣r❛❝t✐❝❡s ❛♥❞ ❡♥s✉r❡ t❤❛t ✐t ❝❛♥ r❡❛❧❧② ✐♠♣r♦✈❡ t❤❡ ♣r♦t❡❝t✐♦♥ ♦❢ ❉❙✱ ❛
♥✉♠❜❡r ♦❢ ❦❡② q✉❡st✐♦♥s ♠✉st ❜❡ ❛❞❞r❡ss❡❞✿
❼ ❆ ❝❧❡❛r ❞❡✜♥✐t✐♦♥ s❤♦✉❧❞ ❜❡ ♣r♦✈✐❞❡❞ ♦❢ t❤❡ ✏❛❝❝♦✉♥ts✑ ✇❤✐❝❤ ❛r❡ ❛t t❤❡ ❝♦r❡ ♦❢ t❤❡ ❝♦♥❝❡♣t
♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t②✳ ❋♦r ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣r❛❝t✐❝❡✱ ❡①❡❝✉t✐♦♥ ❧♦❣s ❛r❡ ♥❛t✉r❛❧ ❝❛♥❞✐❞❛t❡s✱ ❜✉t
✇❤❛t s❤♦✉❧❞ ❜❡ ❦❡♣t ✐♥ t❤❡ ❧♦❣s ✐s ❛♥ ❡ss❡♥t✐❛❧ ❛♥❞ ♥♦♥✲tr✐✈✐❛❧ ✐ss✉❡✳ ❖❜✈✐♦✉s❧②✱ ❡♥♦✉❣❤
✐♥❢♦r♠❛t✐♦♥ s❤♦✉❧❞ ❜❡ r❡❝♦r❞❡❞ t♦ ♠❛❦❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣♦ss✐❜❧❡❀ ❜✉t ✐t ✐s ❛❧s♦ ♥❡❝❡ss❛r②
t♦ ❝♦♠♣❧② ✇✐t❤ ❛♥♦t❤❡r ♣r✐♥❝✐♣❧❡ ♦❢ ❞❛t❛ ♣r♦t❡❝t✐♦♥✱ ❞❛t❛ ♠✐♥✐♠✐③❛t✐♦♥✿ ♦♥❧② t❤❡ ♣❡rs♦♥❛❧
❞❛t❛ ♥❡❝❡ss❛r② ❢♦r ❛ ❣✐✈❡♥ ♣✉r♣♦s❡ s❤♦✉❧❞ ❜❡ r❡❝♦r❞❡❞✳ ❆❝t✉❛❧❧②✱ ♦♥❡ ♦❢ t❤❡ ❛r❣✉♠❡♥ts
❛❣❛✐♥st t❤❡ ✉s❡ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣r❛❝t✐❝❡ ✐s t❤❛t t❤❡ ❧♦❣s r❡q✉✐r❡❞ t♦ ✐♠♣❧❡♠❡♥t ✐t ❝♦✉❧❞
✐♥ ❢❛❝t r❡♣r❡s❡♥t ❛♥ ❛❞❞✐t✐♦♥❛❧ s♦✉r❝❡ ♦❢ r✐s❦s ❢♦r ♣❡rs♦♥❛❧ ❞❛t❛✳ ❆s ✐❧❧✉str❛t❡❞ ✐♥ ♦✉r
✇♦r❦ ❬✹❪✱ ❞❡s✐❣♥✐♥❣ t❤❡ ❝♦♥t❡♥ts ♦❢ t❤❡ ❧♦❣s ✐s t❤❡r❡❢♦r❡ ❢❛r ❢r♦♠ ♦❜✈✐♦✉s✿ ✐♥t✉✐t✐✈❡ s♦❧✉t✐♦♥s
t②♣✐❝❛❧❧② ✐♥❝❧✉❞❡ t♦♦ ♠✉❝❤ ❞❛t❛ ♦r ♦♠✐t ✐♥❢♦r♠❛t✐♦♥ ♥❡❝❡ss❛r② ❢♦r ❡✛❡❝t✐✈❡ ❝♦♠♣❧✐❛♥❝❡✳
❼ ❆ ❝❧❡❛r ❞❡✜♥✐t✐♦♥ ♦❢ t❤❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss ❤❛s t♦ ❜❡ ♣r♦✈✐❞❡❞✱ s❤♦✇✐♥❣ ❤♦✇ ❛❝❝♦✉♥ts ❛r❡
❜✉✐❧t ❛♥❞ ❛♥❛❧②③❡❞✳ ❋♦r t❤❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss t♦ ❜❡ ✇♦rt❤✇❤✐❧❡✱ ❛❝❝♦✉♥ts ✭❤❡r❡✿ ❧♦❣s✮
s❤♦✉❧❞ r❡✢❡❝t ❛❝t✉❛❧ s②st❡♠ ❡①❡❝✉t✐♦♥ ❛♥❞ t❤❡ ✈❡r❞✐❝t r❡t✉r♥❡❞ ❜② t❤❡ ❛♥❛❧②s✐s ♣r♦❝❡❞✉r❡
♦✉❣❤t t♦ ❜❡ r❡❧✐❛❜❧❡✳ ❖✈❡r❛❧❧✱ t❤❡ ❣✉❛r❛♥t❡❡s ♣r♦✈✐❞❡❞ ❜② t❤❡ ✇❤♦❧❡ ♣r♦❝❡ss s❤♦✉❧❞ ❜❡
❞❡t❛✐❧❡❞ t♦ ❛✈♦✐❞ ♠✐s❧❡❛❞✐♥❣ r❡♣r❡s❡♥t❛t✐♦♥s ❜② ❉❈ ♦r ♠✐s♣❧❛❝❡❞ ❡①♣❡❝t❛t✐♦♥s ❢r♦♠ ❉❙✳
✶❚❤❡ ❧❛t❡st ❞r❛❢t ♦❢ t❤✐s r❡❣✉❧❛t✐♦♥✱ ❛❞♦♣t❡❞ ❜② t❤❡ ❊✉r♦♣❡❛♥ P❛r❧✐❛♠❡♥t✬s ❈✐✈✐❧ ▲✐❜❡rt✐❡s ❈♦♠♠✐tt❡❡ ❧❛st
❖❝t♦❜❡r✱ ❢✉rt❤❡r str❡♥❣t❤❡♥s ❛❝❝♦✉♥t❛❜✐❧✐t② r❡q✉✐r❡♠❡♥ts ✭❛rt✐❝❧❡s ✺ ❛♥❞ ✷✷✮✳
❘❘ ♥➦ ✽✹✸✷
✹ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
■❢ t❤❡ ❛❜♦✈❡ ✐ss✉❡s ❛r❡ ♥♦t ♣r♦♣❡r❧② ❤❛♥❞❧❡❞✱ ❛❝❝♦✉♥t❛❜✐❧✐t② ♠❛② ❡✐t❤❡r r❡♣r❡s❡♥t ✐❧❧✉s♦r②
♣r♦t❡❝t✐♦♥s ✭❛♥❞ ❧♦✇✲❝♦st ❣r❡❡♥✇❛s❤✐♥❣ ❢♦r ❉❈✮ ♦r ❡✈❡♥ ❛❞❞✐t✐♦♥❛❧ s♦✉r❝❡s ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛
❧❡❛❦s✳
■♥ t❤✐s ♣❛♣❡r✱ ✇❡ ❛r❣✉❡ t❤❛t ❢♦r♠❛❧ ♠❡t❤♦❞s ❝❛♥ ♣❧❛② ❛ ❝r✉❝✐❛❧ r♦❧❡ ✐♥ ❛❞❞r❡ss✐♥❣ t❤❡ ❛❜♦✈❡
✐ss✉❡s✳ ■♥ t❤✐s ❝♦♥t❡①t✱ ❤♦✇❡✈❡r✱ t❤❡② ❤❛✈❡ t♦ ❜❡ ✉s❡❞ ✐♥ ❛ ✏❧✐❣❤t✑ ✇❛② ❢♦r s❡✈❡r❛❧ r❡❛s♦♥s✳ ❋✐rst✱
♥♦t ❛❧❧ ❞❛t❛ ♣r♦t❡❝t✐♦♥ ♦❜❧✐❣❛t✐♦♥s ❝❛♥ ❜❡ ❞❡s❝r✐❜❡❞ ❢♦r♠❛❧❧②✳ ❋♦r ✐♥st❛♥❝❡✱ t❤❡ ♥♦t✐♦♥ ♦❢ ♣✉r♣♦s❡✱
✇❤✐❝❤ ✐s ❝❡♥tr❛❧ ✐♥ t❤❡ ❊✉r♦♣❡❛♥ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❉✐r❡❝t✐✈❡✱ ❝❛♥♥♦t ❜❡ ❞❡✜♥❡❞ ✐♥ ♠❛t❤❡♠❛t✐❝❛❧
t❡r♠s✳ ❙✐♠✐❧❛r❧②✱ ❜r❡❛❦✲❣❧❛ss r✉❧❡s ❬✶✺❪✱ ✇❤✐❝❤ ❛r❡ ♥❡❝❡ss❛r② ✐♥ ❝❡rt❛✐♥ ❛r❡❛s s✉❝❤ ❛s ❤❡❛❧t❤
❞❛t❛ ♣r♦❝❡ss✐♥❣ ✭❡✳❣✳ t♦ ❛❧❧♦✇ ✉♥❛✉t❤♦r✐③❡❞ ♣❤②s✐❝✐❛♥s t♦ ❛❝❝❡ss ♣❡rs♦♥❛❧ ❞❛t❛ ✐♥ ❡♠❡r❣❡♥❝②
s✐t✉❛t✐♦♥s✮✱ ❛r❡ ♥♦t ✇❡❧❧✲s✉✐t❡❞ t♦ ❢♦r♠❛❧✐s❛t✐♦♥✳ ❋✉rt❤❡r♠♦r❡✱ t❤❡ ❣♦❛❧ ♦❢ t❤❡ ❛❝❝♦✉♥t❛❜✐❧✐t②
♣r♦❝❡ss ✐s ♥♦t t♦ ❡st❛❜❧✐s❤ ❛ ❢♦r♠❛❧ ♣r♦♦❢ ♦❢ ❝♦♠♣❧✐❛♥❝❡ ❢♦r ❛ s②st❡♠ ✭✇❤✐❝❤ ✇♦✉❧❞ ❜❡ ❝♦♠♣❧❡t❡❧②
♦✉t ♦❢ r❡❛❝❤ ✐♥ ♣r❛❝t✐❝❡✮ ❜✉t r❛t❤❡r t♦ ❜❡ ❛❜❧❡ t♦ ❞❡t❡❝t ♣♦t❡♥t✐❛❧ ♠✐s❜❡❤❛✈✐♦✉r✳ ❖♥❡ ❝❤❛❧❧❡♥❣❡
✐♥ t❤✐s ❛r❡❛ ✐s t❤❡r❡❢♦r❡ t❤❡ ✐♥t❡❣r❛t✐♦♥ ♦❢ ❢♦r♠❛❧ ♠❡t❤♦❞s ✐♥ ❛♥ ♦t❤❡r✇✐s❡ ✐♥❢♦r♠❛❧ ♣r♦❝❡ss ❛♥❞
t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❝❧❡❛r ✐♥t❡r❛❝t✐♦♥s ❜❡t✇❡❡♥ ❜♦t❤ ✇♦r❧❞s✳
❆♥♦t❤❡r ✐ss✉❡ t♦ ❜❡ ❛❞❞r❡ss❡❞ ✐♥ ❛ ❢♦r♠❛❧ ❛❝❝♦✉♥t❛❜✐❧✐t② ❢r❛♠❡✇♦r❦ ✐s t❤❡ ❣❛♣ ❜❡t✇❡❡♥ t✇♦
❞✐✛❡r❡♥t ❧❡✈❡❧s ♦❢ ❛❜str❛❝t✐♦♥✳ ❚❤❡ ♣r✐✈❛❝② ✷ ♣♦❧✐❝② ❞❡✜♥❡❞ ♦r ✉♥❞❡rst♦♦❞ ❜② ❉❙ ✭♦r ❜② ❧❛✇②❡rs✮
❛♣♣❧✐❡s t♦ ❛❜str❛❝t ♥♦t✐♦♥s✱ s✉❝❤ ❛s ✏❤♦♠❡ ❛❞❞r❡ss✑ ♦r ✏❤❡❛❧t❤ ❞❛t❛✑✱ ✇❤❡r❡❛s ❛❝t✉❛❧ ❧♦❣s t②♣✐❝❛❧❧②
✐♥❝❧✉❞❡ ❧♦✇❡r✲❧❡✈❡❧ ❞❡t❛✐❧s s✉❝❤ ❛s s②st❡♠ ♠❡♠♦r② ❛❞❞r❡ss❡s ♦r ❞✉♣❧✐❝❛t✐♦♥ ♦❢ ❞❛t❛✳
❈♦♥s✐❞❡r✐♥❣ t❤❡ ❛❜♦✈❡ ♦❜❥❡❝t✐✈❡s ❛♥❞ ❝❤❛❧❧❡♥❣❡s✱ t❤❡ ❝♦♥tr✐❜✉t✐♦♥s ♦❢ t❤✐s ♣❛♣❡r ❛r❡ t❤r❡❡❢♦❧❞✿
❼ ❲❡ ♣r♦✈✐❞❡ ❛ ❢r❛♠❡✇♦r❦ ❢♦r ❛❝❝♦✉♥t❛❜✐❧✐t② ♦❢ ♣r❛❝t✐❝❡ ❜❛s❡❞ ♦♥ ✏♣r✐✈❛❝② ❢r✐❡♥❞❧②✑ ❧♦❣s✱
s❤♦✇✐♥❣ t❤❛t ❝♦♠♣❧✐❛♥❝❡ ✇✐t❤ r❡s♣❡❝t t♦ ❞❛t❛ ♣r♦t❡❝t✐♦♥ ♣♦❧✐❝✐❡s ❝❛♥ ❜❡ ❝❤❡❝❦❡❞ ❜❛s❡❞ ♦♥
❧♦❣s ✇❤✐❝❤ ❞♦ ♥♦t ❝♦♥t❛✐♥ ❛♥② ♣❡rs♦♥❛❧ ❞❛t❛✳
❼ ❲❡ s❤♦✇ t❤❡ ❝♦rr❡❝t♥❡ss ♦❢ t❤❡ ❧♦❣ ❛♥❛❧②s✐s ✇✐t❤ r❡s♣❡❝t t♦ ❛❜str❛❝t tr❛❝❡s t❤❛t ❛r❡ ✉s❡❞
t♦ s♣❡❝✐❢② ♣r✐✈❛❝② ♣♦❧✐❝✐❡s✳
❼ ❲❡ ❞❡s❝r✐❜❡ t❤❡ ✐♥t❡❣r❛t✐♦♥ ♦❢ t❤❡ ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ✐♥ t❤❡ ♦✈❡r❛❧❧ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss
❛♥❞ ✐❞❡♥t✐❢② t❤❡ ❝♦♠♣❧❡♠❡♥t❛r② ♣r♦❝❡❞✉r❡s ❛♥❞ ♠❛♥✉❛❧ ✈❡r✐✜❝❛t✐♦♥s t❤❛t ❛r❡ ♥❡❝❡ss❛r② t♦
❝♦♠♣❧❡♠❡♥t t❤❡ ❧♦❣ ❛♥❛❧②s✐s✳
❲❡ ✜rst ✐♥tr♦❞✉❝❡ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s ❛♥❞ t❤❡✐r ❛❜str❛❝t r❡♣r❡s❡♥t❛t✐♦♥ ✭➓✷✮✱ ❜❡❢♦r❡ s♣❡❝✐❢②✐♥❣
✏♣❡rs♦♥❛❧✲❞❛t❛✲❢r❡❡✑ ❧♦❣s ✭➓✸✮✳ ❚❤❡ ❝♦r❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦♣❡rt✐❡s✱ ✐✳❡✳ t❤❡ ❣✉❛r❛♥t❡❡s ♣r♦✈✐❞❡❞
❜② t❤❡ ❧♦❣ ❛♥❛❧②s✐s✱ ❛r❡ ♣r❡s❡♥t❡❞ ✐♥ ➓✹✳ ❚❤❡ ✐♥t❡❣r❛t✐♦♥ ♦❢ t❤❡ ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ✐♥ ❛ ❣❧♦❜❛❧
❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss ✐s ♦✉t❧✐♥❡❞ ✐♥ ➓✺✳ ❲❡ t❤❡♥ ♣r♦✈✐❞❡ ❛ s✉r✈❡② ♦❢ r❡❧❛t❡❞ ✇♦r❦ ✭➓✻✮✱ ❢♦❧❧♦✇❡❞
❜② ❛♥ ♦✉t❧✐♥❡ ♦❢ ❢✉t✉r❡ ✇♦r❦ ❛♥❞ ❝♦♥❝❧✉s✐✈❡ r❡♠❛r❦s ✭➓✼✮✳
✷■♥ t❤✐s ♣❛♣❡r✱ ✇❡ ✉s❡ t❤❡ ❡①♣r❡ss✐♦♥s ✏♣r✐✈❛❝②✑ ❛♥❞ ✏❞❛t❛ ♣r♦t❡❝t✐♦♥✑ ✐♥t❡r❝❤❛♥❣❡❛❜❧② ❡✈❡♥ t❤♦✉❣❤✱ ❢r♦♠ ❛
❧❡❣❛❧ ♣♦✐♥t ♦❢ ✈✐❡✇✱ t❤❡② r❡❢❡r t♦ t✇♦ ❞✐✛❡r❡♥t ♣r♦t❡❝t✐♦♥ r❡❣✐♠❡s✳
■♥r✐❛
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✺
✷ Pr✐✈❛❝② P♦❧✐❝✐❡s ❛♥❞ ❆❜str❛❝t ❊✈❡♥ts
❚❤❡ ✜rst st❛❣❡ ♦❢ ❛♥② ❞❛t❛ ♣r♦t❡❝t✐♦♥ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss ✐s t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s✳
■♥ ♣r❛❝t✐❝❡✱ ❛ ♣♦❧✐❝② ❝❛♥ ❜❡ ❞❡✜♥❡❞ ❜② t❤❡ ❉❈ ❛♥❞ ❛❝❝❡♣t❡❞ ❜② t❤❡ ❉❙ ♦r r❡s✉❧t ❢r♦♠ ❛ ♥❡❣♦t✐❛t✐♦♥
♣❤❛s❡✳ ■♥ ❛♥② ❝❛s❡✱ ✐t s❤♦✉❧❞ ❝♦♠♣❧② ✇✐t❤ ❛♣♣❧✐❝❛❜❧❡ ❧❛✇s✳ ❲❡ ❞♦ ♥♦t ❝♦♥s✐❞❡r t❤❡ ❧❡❣❛❧ ✈❛❧✐❞✐t② ♦❢
t❤❡ ♣♦❧✐❝✐❡s ❤❡r❡ ♥♦r t❤❡✐r ♦r✐❣✐♥ ❛♥❞ ❛ss✉♠❡ t❤❛t ❛♥② ♣❡rs♦♥❛❧ ❞❛t❛ r❡❝❡✐✈❡❞ ❜② ❛ ❉❈ ✐s ❛ss♦❝✐❛t❡❞
✇✐t❤ ❛ ♣♦❧✐❝②✳ ❚❤❡ ❢❛❝t t❤❛t t❤❡ ❞❛t❛ ✐s s❡♥t ✇✐t❤ ❛ ♣♦❧✐❝② ❜② t❤❡ ❉❙ ✐♠♣❧✐❡s t❤❛t s❤❡ ♣r♦✈✐❞❡s
❤❡r ❝♦♥s❡♥t ❢♦r t❤❡ ✉s❡ ♦❢ ❤❡r ❞❛t❛ ✐♥ t❤❡ ❝♦♥❞✐t✐♦♥s ❡①♣r❡ss❡❞ ❜② t❤❡ ♣♦❧✐❝②✳ ❚❤❡ ❢❛❝t t❤❛t t❤❡
❉❈ ❛❝❝❡♣ts t❤❡ ❞❛t❛ ✇✐t❤ t❤❡ ♣♦❧✐❝② ✐s t❛❦❡♥ ❛s ❛ ❝♦♠♠✐t♠❡♥t ❢r♦♠ ❤✐s s✐❞❡ t♦ ❝♦♠♣❧② ✇✐t❤ t❤❡
♣♦❧✐❝②✳ ■♥ ♣r❛❝t✐❝❡✱ ❛ ♣♦❧✐❝② s♣❡❝✐✜❡s ✇❤❛t ❝❛♥ ❜❡ ❞♦♥❡ ✇✐t❤ ❝❛t❡❣♦r✐❡s ♦❢ ❞❛t❛ ❞❡✜♥❡❞ ✐♥ ❛ ✇❛②
✇❤✐❝❤ ♠❛❦❡s s❡♥s❡ t♦ ❉❙✱ ❢♦r ✐♥st❛♥❝❡ ✏❛❣❡✑✱ ✏♣♦st❛❧ ❛❞❞r❡ss✑✱ ♦r ✏♣r♦❢❡ss✐♦♥✑✳ ❆ ✜rst ❛♥❞ ♠❛❥♦r
r❡q✉✐r❡♠❡♥t ♦❢ ♦✉r ❛❝❝♦✉♥t❛❜✐❧✐t② ❢r❛♠❡✇♦r❦ ✐s t❤❛t t❤❡ ♣r✐✈❛❝② ♣♦❧✐❝② s❤♦✉❧❞ ❛❧✇❛②s r❡♠❛✐♥
❛tt❛❝❤❡❞ t♦ t❤❡ ❛ss♦❝✐❛t❡❞ ❞❛t❛ ✭✇❤✐❝❤ ✐s s♦♠❡t✐♠❡s ❝❛❧❧❡❞ t❤❡ st✐❝❦② ♣♦❧✐❝② ❛♣♣r♦❛❝❤✮ ❜❡❝❛✉s❡
✐t ✇✐❧❧ s❡r✈❡ ❛s ❛ r❡❢❡r❡♥❝❡ ♣♦✐♥t ❢♦r ❡✈❛❧✉❛t✐♥❣ ✇❤❡t❤❡r t❤❡ ❉❈ ❤❛s ❢✉❧✜❧❧❡❞ ❤✐s ♦❜❧✐❣❛t✐♦♥s✳
❆s ✇❡ ✇❛♥t t♦ ❝❤❡❝❦ ❝♦♠♣❧✐❛♥❝❡ ✇✐t❤ r❡s♣❡❝t t♦ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s✱ ✇❡ ❝♦♥s✐❞❡r tr❛❝❡s ❛♥❞ ❧♦❣s
♦♥ t❤❡ s✐❞❡ ♦❢ t❤❡ ❉❈ ✐♥ t❤✐s ♣❛♣❡r✳
❉❡✜♥✐t✐♦♥ ✷✳✶ ✭Pr✐✈❛❝② ♣♦❧✐❝②✮ Pr✐✈❛❝② ♣♦❧✐❝✐❡s ❛r❡ ❞❡✜♥❡❞ ❛s t✉♣❧❡s✿
Policy = Purposes× T ime× T ime× Contexts× FwPolicy
■♥ π ∈ Policy, π = (ap, dd, rd, cx, fw)✱ ap ✐s t❤❡ s❡t ♦❢ ❛✉t❤♦r✐s❡❞ ♣✉r♣♦s❡s ♦❢ ❞❛t❛ ✉s❡✳
P✉r♣♦s❡s ❛r❡ t❛❦❡♥ ❢r♦♠ ❛ s❡t ♦❢ ❛❞♠✐ss✐❜❧❡ ✈❛❧✉❡s ✭t❛❦❡♥ ❛s ❝♦♥st❛♥ts ❤❡r❡✱ ♣♦ss✐❜❧② str✉❝t✉r❡❞
❛s ❛♥ ♦♥t♦❧♦❣②✮✳ ❚❤❡ ❞❡❧❡t✐♦♥ ❞❡❧❛② dd ✐s t❤❡ ❞❡❧❛② ❛❢t❡r ✇❤✐❝❤ t❤❡ ❞❛t❛ ♠✉st ❜❡ ❞❡❧❡t❡❞ ❜② t❤❡
❉❈✳ ❚❤❡ rd ♣❛r❛♠❡t❡r s♣❡❝✐✜❡s t❤❡ ❞❡❧❛② ❢♦r t❤❡ ❉❈ t♦ ❝♦♠♣❧② ✇✐t❤ r❡q✉❡sts ❜② t❤❡ ❉❙✱ ❢♦r
✐♥st❛♥❝❡ r❡❣❛r❞✐♥❣ t❤❡ ❞❡❧❡t✐♦♥ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛✳ ❚❤❡ s❡t cx ❞❡✜♥❡s t❤❡ ❝♦♥t❡①ts ✐♥ ✇❤✐❝❤ t❤❡ ❞❛t❛
❝❛♥ ❜❡ ✉s❡❞✳ Contexts ✐s t❤❡ s❡t ♦❢ ❝♦♥st❛♥ts ❤❡r❡ ✇❤✐❝❤ ❝♦✉❧❞ r❡♣r❡s❡♥t ❡①t❡r♥❛❧ ♣❛r❛♠❡t❡rs s✉❝❤
❛s t✐♠❡ ♦r ❧♦❝❛t✐♦♥✳ ❚❤❡ ❞❛t❛ ❢♦r✇❛r❞✐♥❣ ♣♦❧✐❝② ✐s ❞❡✜♥❡❞ ❜② t❤❡ ✈❛❧✉❡ ♦❢ fw❀ ✐t ✐s ❡q✉❛❧ ❡✐t❤❡r t♦
↑ ✭✐♥ ✇❤✐❝❤ ❝❛s❡ ♥♦ ❢♦r✇❛r❞✐♥❣ ❛t ❛❧❧ t♦ t❤✐r❞ ♣❛rt✐❡s ✐s ♣♦ss✐❜❧❡✮ ♦r t♦ ↓ ✭❛❧❧ ❢♦r✇❛r❞✐♥❣ ✐s ❛❧❧♦✇❡❞✮✳
❲❡ s♦♠❡t✐♠❡s ✉s❡ t❤❡ ♥♦t❛t✐♦♥ π.ap✱ π.dd✱ ❡t❝✳ t♦ ❛❝❝❡ss t❤❡ ✜❡❧❞s ♦❢ ❛ ♣♦❧✐❝② t✉♣❧❡✳ ❆♥ ❡①❛♠♣❧❡
♣♦❧✐❝② ✐♥ t❤✐s ❢♦r♠❛t ❝♦✉❧❞ ❜❡ π = ({Marketing, Statistics}, 180d, 60m, {Location❴Europe}, ↑)✳
❚❤✐s ♣♦❧✐❝② st✐♣✉❧❛t❡s t❤❛t ❞❛t❛ ❝❛♥ ❜❡ ✉s❡❞ ❡①❝❧✉s✐✈❡❧② ❢♦r t❤❡ ♣✉r♣♦s❡s ♦❢ Marketing ❛♥❞
Statistics✱ t❤❛t ❛❧❧ ❞❛t❛ ♠✉st ❜❡ ❞❡❧❡t❡❞ ♥♦ ❧❛t❡r t❤❛♥ ✶✽✵ ❞❛②s ❢r♦♠ ✐ts ❞✐s❝❧♦s✉r❡✱ t❤❛t r❡q✉❡sts
❜② t❤❡ ❉❙ ♠✉st ❜❡ ❝♦♠♣❧✐❡❞ ✇✐t❤ ✇✐t❤✐♥ ✻✵ ♠✐♥✉t❡s✱ t❤❛t ❞❛t❛ ❝❛♥ ♦♥❧② ❜❡ ✉s❡❞ ❢♦r ❛ ❧♦❝❛t✐♦♥
❝♦♥t❡①t ❡q✉❛❧ t♦ Europe ❛♥❞ t❤❛t ❛♥② ❢♦r✇❛r❞✐♥❣ t♦ t❤✐r❞ ♣❛rt✐❡s ✐s ❢♦r❜✐❞❞❡♥✳
❲❡ ❞♦ ♥♦t ❛tt❡♠♣t t♦ ✐♥❝❧✉❞❡ ❛❧❧ ❝♦♠♣❧❡①✐t✐❡s ♦❢ ❡①✐st✐♥❣ ♣♦❧✐❝② ❧❛♥❣✉❛❣❡s ❤❡r❡✳ ❚❤❡ ❛❜♦✈❡
❢♦r♠❛t s❤♦✉❧❞ r❛t❤❡r ❜❡ s❡❡♥ ❛s ❛ ♣r♦♦❢✲♦❢✲❝♦♥❝❡♣t ❡①❛♠♣❧❡ t♦ ✐❧❧✉str❛t❡ ♦✉r ♦✈❡r❛❧❧ ❛♣♣r♦❛❝❤✳
✷✳✶ ❆❜str❛❝t ❊✈❡♥ts
❍❛✈✐♥❣ ❞❡✜♥❡❞ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s✱ ✇❡ ♥♦✇ ✐♥tr♦❞✉❝❡ t❤❡ ❧✐st ♦❢ ❛❜str❛❝t ❡✈❡♥ts✱ s♦✲❝❛❧❧❡❞ ❜❡❝❛✉s❡
t❤❡② ❞❡s❝r✐❜❡ ❡✈❡♥ts ❛t t❤❡ ❧❡✈❡❧ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛✱ ❛❜str❛❝t✐♥❣ ❛✇❛② ❢r♦♠ s②st❡♠ ✐♥t❡r♥❛❧s s✉❝❤
❛s ♠❡♠♦r② ❛❞❞r❡ss❡s✳ ❆❜str❛❝t ❡✈❡♥ts ❛r❡ ❡①♣r❡ss❡❞ ✐♥t✉✐t✐✈❡❧② ✇✐t❤ r❡❣❛r❞ t♦ t❤❡ ❢♦r♠❛t ♦❢
♣r✐✈❛❝② ♣♦❧✐❝✐❡s✳ ▼✐rr♦r✐♥❣ t❤❡ ❞❡s✐❣♥ ♦❢ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s ♠❡♥t✐♦♥❡❞ ❛❜♦✈❡✱ t❤✐s ❧✐st ♦❢ ❡✈❡♥ts
✐❧❧✉str❛t❡s ❛♥ ✐♥st❛♥t✐❛t✐♦♥ ♦❢ ♦✉r ❢r❛♠❡✇♦r❦❀ ✐t ❝❛♥ ❜❡ ❡①t❡♥❞❡❞ ❡❛s✐❧②✸✳ ❆❧❧ ❛❜str❛❝t ❡✈❡♥ts
❝❛rr② ❛ t✐♠❡st❛♠♣ t ❛s t❤❡✐r ✜rst ❛r❣✉♠❡♥t✳
❼ (Disclosure, t, or, ds, θ, v, π) ✖ t❤❡ ✐♥✐t✐❛❧ r❡❝❡♣t✐♦♥ ❜② t❤❡ ❉❈ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ ♦❢ ♦r✐❣✐♥ or
✭t❤❡ ♦r✐❣✐♥ ✐s t❤❡ ❡♥t✐t② ✇❤✐❝❤ s❡♥t t❤❡ ❞❛t❛✮✱ t②♣❡ θ ✭❡✳❣✳ ❛ ♣❡rs♦♥✬s ❛❣❡ ♦r ♣♦st❛❧ ❛❞❞r❡ss✮
✸❋♦r ❡①❛♠♣❧❡ ✇✐t❤ ✉♣❞❛t❡ ❡✈❡♥ts ✖ ♦♥❡ ❝♦✉❧❞ ❛❞❞ ❛ ♠♦❞✐✜❝❛t✐♦♥ ✐♥❞❡① t♦ st❛t❡s t♦ ♠❛♥❛❣❡ t❤❡♠✳ ◆♦t✐✜❝❛t✐♦♥s
❡✈❡♥ts ❝♦✉❧❞ ❛❧s♦ ❜❡ ❛❞❞❡❞✳
❘❘ ♥➦ ✽✹✸✷
✻ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
❛♥❞ ✈❛❧✉❡ v r❡❧❛t❡❞ t♦ ❉❙ ds✱ ✇✐t❤ ❛♥ ❛ss♦❝✐❛t❡❞ st✐❝❦② ♣♦❧✐❝② π✳ ❉❡♣❡♥❞✐♥❣ ♦♥ t❤❡ ✈❛❧✉❡
♦❢ or✱ t❤❡ ❞❛t❛ ❝❛♥ ❜❡ s❡♥t ❜② ds ♦r ❜② ❛ t❤✐r❞ ♣❛rt②✳
❼ (DeleteReq, t, or, ds, θ) ✖ ❛ r❡q✉❡st r❡❝❡✐✈❡❞ ❜② t❤❡ ❉❈ ❛♥❞ s❡♥t ❜② or t♦ ❞❡❧❡t❡ ♣❡rs♦♥❛❧
❞❛t❛ ♦❢ ♦✇♥❡r ds ❛♥❞ t②♣❡ θ✳
❼ (AccessReq, t, ds, θ) ✖ ❛ r❡q✉❡st r❡❝❡✐✈❡❞ ❜② t❤❡ ❉❈ ❛♥❞ s❡♥t ❜② ds t♦ ❛❝❝❡ss ❤❡r ♦✇♥ ❞❛t❛✳
❼ (Delete, t, ds, θ) ✖ ❛ ❞❡❧❡t✐♦♥ ♦❢ t❤❡ ❞❛t❛ ♦❢ ds ♦❢ t②♣❡ θ ❜② t❤❡ ❉❈✳
❼ (DeleteOrder, t, tp, ds, θ) ✖ ❛ r❡q✉❡st s❡♥t ❜② t❤❡ ❉❈ t♦ t❤❡ t❤✐r❞ ♣❛rt② tp t♦ ❞❡❧❡t❡ t❤❡
❞❛t❛ ♦❢ ds ♦❢ t②♣❡ θ✳
❼ (Forward, t, rec, ds, θ, v, π) ✖ t❤❡ ❢♦r✇❛r❞✐♥❣ ❜② t❤❡ ❉❈ ♦❢ t❤❡ ❞❛t❛ ♦❢ ds ♦❢ t②♣❡ θ ❛♥❞
✈❛❧✉❡ v t♦ t❤❡ r❡❝✐♣✐❡♥t rec✱ ✇❤✐❝❤ ❝❛♥ ❜❡ ❡✐t❤❡r ❛ t❤✐r❞ ♣❛rt② ♦r t❤❡ ❉❙ ✭t♦ ❣r❛♥t ❤❡r
❛❝❝❡ss t♦ ❤❡r ♦✇♥ ❞❛t❛ ❢♦❧❧♦✇✐♥❣ ❛♥ ❛❝❝❡ss r❡q✉❡st✮✱ ✇✐t❤ ♣♦❧✐❝② π ❛tt❛❝❤❡❞✳
❼ (Use, t, ds, θ, purpose, reason) ✖ t❤❡ ✉s❡ ❜② t❤❡ ❉❈ ♦❢ t❤❡ ❞❛t❛ ♦❢ ds ♦❢ t②♣❡ θ ❢♦r ❛ s♣❡❝✐✜❝
purpose ❛♥❞ reason✳ ❚❤❡ purpose ❡❧❡♠❡♥t ✐s t❛❦❡♥ ❢r♦♠ ❛♥ ♦♥t♦❧♦❣②✱ ✇❤✐❧❡ t❤❡ reason ✐s
❛ t❡①t✉❛❧ ❞❡s❝r✐♣t✐♦♥✱ ✉s❡❞ ❜② ❛ ❤✉♠❛♥ ❢♦r ✐♥❢♦r♠❛❧ ✈❡r✐✜❝❛t✐♦♥ ❛s ❞✐s❝✉ss❡❞ ✐♥ ➓✺✳
❼ (BreakGlass, t, et, bgt, bgc) ✖ t❤❡ ♦❝❝✉rr❡♥❝❡ ♦❢ ❛ ❜r❡❛❦✲❣❧❛ss ❡✈❡♥t ♦❢ t②♣❡ bgt ✐♥ ❝✐r❝✉♠✲
st❛♥❝❡s bgc✱ ✇❤❡r❡ t❤❡ ❛✛❡❝t❡❞ ❡♥t✐t✐❡s ❛♥❞ ❞❛t❛ t②♣❡s ❛r❡ ❝♦✉♣❧❡s (ds, θ) ♠❡♠❜❡rs ♦❢ t❤❡
s❡t et✳ ■♥ ♣r❛❝t✐❝❡✱ bgc ✐s ❛ t❡①t✉❛❧ ❞❡s❝r✐♣t✐♦♥✱ s✐♠✐❧❛r❧② t♦ reason ✐♥ Use ❡✈❡♥ts✳
❼ (Context, t, ct) ✖ t❤❡ s✇✐t❝❤✐♥❣ ♦❢ t❤❡ ❝✉rr❡♥t ❝♦♥t❡①t t♦ ct✳ ❚♦ s✐♠♣❧✐❢②✱ t❤❡ ❝♦♥t❡①t ✐s
❥✉st ♠♦❞❡❧❡❞ ❜② ❛ s✐♠♣❧❡ ✈❛❧✉❡ ❤❡r❡ ❜✉t ✐t ❝♦✉❧❞ ✈❡r② ✇❡❧❧ ❜❡ ❛ str✉❝t✉r❡ t♦ ❛❝❝♦✉♥t ❢♦r
❞✐✛❡r❡♥t ❡①t❡r♥❛❧ ♣❛r❛♠❡t❡rs ✭s✉❝❤ ❛s t✐♠❡✱ ❧♦❝❛t✐♦♥✱ ❡t❝✳✮✳
❉❡✜♥✐t✐♦♥ ✷✳✷ ✭❚r❛❝❡✮ ❆ tr❛❝❡ σ ✐s ❛ s❡q✉❡♥❝❡ ♦❢ ❛❜str❛❝t ❡✈❡♥ts✳
■♥ ♦r❞❡r t♦ ❞❡✜♥❡ t❤❡ ♥♦t✐♦♥ ♦❢ ❝♦♠♣❧✐❛♥t tr❛❝❡✱ ✇❡ ♥❡❡❞ t♦ ✐♥tr♦❞✉❝❡ ❛❜str❛❝t st❛t❡s✳
❉❡✜♥✐t✐♦♥ ✷✳✸ ✭❆❜str❛❝t st❛t❡✮ ❚❤❡ ❛❜str❛❝t st❛t❡ ♦❢ ❛ s②st❡♠ ✐s ❛ ❢✉♥❝t✐♦♥ SA : Entity ×
Type −→ T ime×Entity×V alue×Policy×P(Entity×N)×P(BGtype×BGcircumstances×
T ime)
(ds, θ) 7→ (t, or, v, π, receivers, bg)
❚❤❡ ❛❜str❛❝t st❛t❡ ❛ss♦❝✐❛t❡❞ ✇✐t❤ ❡❛❝❤ ❉❙ ds ❛♥❞ t②♣❡ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ θ ✐♥❝❧✉❞❡s t❤❡ ♦r✐❣✐♥
or ✭t❤❡ ❡♥t✐t② ❢r♦♠ ✇❤✐❝❤ t❤❡ ♠♦st r❡❝❡♥t ✈❡rs✐♦♥ ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❞❛t❛ ❡♠❛♥❛t❡❞ ❢r♦♠✮✱ t❤❡
❞❛t❛✬s ✈❛❧✉❡ v✱ t❤❡ st✐❝❦② ♣♦❧✐❝② π ✭❝✉rr❡♥t ♣♦❧✐❝②✮ ❛♥❞ t❤❡ s❡t ♦❢ receivers ✭❛❧❧ t❤✐r❞ ♣❛rt✐❡s ✇❤♦
❤❛✈❡ r❡❝❡✐✈❡❞ t❤❡ ❞❛t❛ t♦❣❡t❤❡r ✇✐t❤ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❡✈❡♥t ✐♥❞❡① ✐♥ t❤❡ tr❛❝❡✮✳ ■♥❢♦r♠❛t✐♦♥
❛❜♦✉t ❜r❡❛❦✲❣❧❛ss ❡✈❡♥ts ✐s ❝♦❧❧❡❝t❡❞ ❜② tr✐♣❧❡s bgn = (bgt, bgc, timebg)✱ ✇❤❡r❡ bgt ✐s ❛ ❜r❡❛❦✲
❣❧❛ss ❡✈❡♥t✬s t②♣❡✱ bgc ✐ts ❝✐r❝✉♠st❛♥❝❡s ❛♥❞ timebg ✐ts t✐♠❡✳ bg ✐s ❛ s❡t ♦❢ s✉❝❤ tr✐♣❧❡s✱ ✐♥❝❧✉❞✐♥❣
❛❧❧ ❜r❡❛❦✲❣❧❛ss ❡✈❡♥ts t❤❛t ♦❝❝✉rr❡❞ s♦ ❢❛r ❢♦r t❤✐s ❉❙ ❛♥❞ ❞❛t❛ t②♣❡✳ SA ✐s ❡①♣❛♥❞❡❞ ✇✐t❤
SA(Context) = ct ∈ Context✱ ✇❤❡r❡ ct ✐s t❤❡ ❝✉rr❡♥t ❝♦♥t❡①t✳
❲❡ ✉s❡ t❤❡ ♥♦t❛t✐♦♥ Σ[(ds, θ) → (t, or, v, π, r, bg)] t♦ ❞❡♥♦t❡ ❛ st❛t❡ Σ′ s✐♠✐❧❛r t♦ Σ ❡①❝❡♣t
t❤❛t Σ′(ds, θ) = (t, or, v, π, r, bg)✳ ❚❤❡ s❡♠❛♥t✐❝s ♦❢ ❛♥ ❡✈❡♥t ❛t ❛ ❣✐✈❡♥ ♣♦s✐t✐♦♥ j′ ✐♥ ❛ tr❛❝❡ ✐s
❞❡✜♥❡❞ ❜② t❤❡ ❢✉♥❝t✐♦♥ SA✿ (Event× N) → AbstractState → AbstractState ❞❡✜♥❡❞ ❛s ❢♦❧❧♦✇s✿
❼ SA((Disclosure, t, or, ds, θ, v, π), j)Σ = Σ[(ds, θ) → (t, or, v, π,∅,∅)]
❼ SA((Delete, t, ds, θ), j
′)Σ = Σ[(ds, θ) →⊥]
❼ SA((Forward, t
′, rec, ds, θ, v, π), j′)Σ = ✐❢ rec 6= ds t❤❡♥
Σ[(ds, θ) → (t, or, v, π, receivers∪ {(rec, j′)}, bg)] ✇✐t❤ (t, or, v, π, receivers, bg) = Σ(ds, θ) ❡❧s❡ Σ
■♥r✐❛
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✼
❼ SA((BreakGlass, t
′, et, bgt, bgc), j′)Σ = ✐❢ (ds, θ) ∈ et t❤❡♥
Σ[(ds, θ) → (t, or, v, π, receivers, bg ∪ {(bgt, bgc, t′)})] ❡❧s❡ Σ
✇✐t❤ (t, or, v, π, receivers, bg) = Σ(ds, θ)
❼ SA((Context, t, ct), j)Σ = Σ[Context → ct]
❼ SA(σi, j)Σ = Σ ❢♦r t❤❡ ♦t❤❡r ❡✈❡♥ts✳ ❊✈❡♥ t❤♦✉❣❤ t❤♦s❡ ❡✈❡♥ts ❞♦ ♥♦t ✐♠♣❛❝t t❤❡ ❛❜str❛❝t
st❛t❡✱ t❤❡② ❡✐t❤❡r ✐♥tr♦❞✉❝❡ ❝♦♠♠✐t♠❡♥ts ❢♦r t❤❡ ❉❈ ✭❡✳❣✳ DeleteReq✮ ♦r ❛❧❧♦✇ ❤✐♠ t♦ ❢✉❧✜❧❧ ❤✐s
♦❜❧✐❣❛t✐♦♥s ✭❡✳❣✳ DeleteOrder✮✳
Disclosure ✐♥✐t✐❛❧✐s❡s ❛❧❧ ❛❜str❛❝t st❛t❡ ✈❛r✐❛❜❧❡s✱ ✇❤✐❧❡ Forward ❛❞❞s ❛ t❤✐r❞ ♣❛rt②✱ t♦❣❡t❤❡r
✇✐t❤ ✐ts ❡✈❡♥t ✐♥❞❡①✱ t♦ t❤❡ receivers s❡t✱ ✉♥❧❡ss t❤❡ r❡❝✐♣✐❡♥t ✐s t❤❡ ❉❙ ❤❡rs❡❧❢ ✭✐✳❡✳ t❤❡ ❉❙ ✐s
❣r❛♥t❡❞ ❛❝❝❡ss t♦ ❤❡r ♦✇♥ ❞❛t❛✮✱ ✐♥ ✇❤✐❝❤ ❝❛s❡ t❤❡ st❛t❡ ✐s ✉♥❝❤❛♥❣❡❞✳ BreakGlass ❡✈❡♥ts ♦♥❧②
♠♦❞✐❢② t❤❡ st❛t❡ ✐❢ t❤❡② ♦❝❝✉r ❢♦r t❤❡ ds ❛♥❞ θ ✉♥❞❡r ❝♦♥s✐❞❡r❛t✐♦♥✳
❚❤❡ ❝✉rr❡♥t st❛t❡ ❛❢t❡r t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ ❛ tr❛❝❡ σ = [e1, . . . , en] ✐s ❞❡✜♥❡❞ ❛s FA(σ, 1)Σ0 ✇✐t❤
∀ ds, θ, Σ0(ds, θ) =⊥ ❛♥❞✿
FA([ ], n)Σ = Σ
FA([e1, . . . , em], n)Σ = FA([e2, . . . , em], n+ 1)(SA(e1, n)Σ)
❲❡ s❡t StateA(σ, i) = FA(σ|i, 1)Σ0✱ ✇✐t❤ σ|i = σ1 . . . σi t❤❡ ♣r❡✜① ♦❢ ❧❡♥❣t❤ i ♦❢ σ✳
❋✉rt❤❡r♠♦r❡✱ ❧❡t EvTime ❜❡ ❛ ❢✉♥❝t✐♦♥ s✉❝❤ t❤❛t EvTime(σi) = ti ✇✐t❤ σi = (X, ti, . . .), ti ∈
T ime✳ ❍❛✈✐♥❣ ❞❡✜♥❡❞ ❛❜str❛❝t ❡✈❡♥ts✱ tr❛❝❡s ❛♥❞ ❡✈❡♥t s❡♠❛♥t✐❝s✱ ✇❡ ❝❛♥ ♥♦✇ ❞❡✜♥❡ t❤❡ ❝♦♠✲
♣❧✐❛♥❝❡ ♦❢ ❛ tr❛❝❡ ✇✐t❤ r❡s♣❡❝t t♦ t❤❡ ♣♦❧✐❝② ❛tt❛❝❤❡❞ t♦ t❤❡ ❞❛t❛ r❡❝❡✐✈❡❞ ❜② ❛ ❉❈✳
✷✳✷ ❚r❛❝❡ ❈♦♠♣❧✐❛♥❝❡ Pr♦♣❡rt✐❡s
❚❤❡ ❢♦❧❧♦✇✐♥❣ ❝♦♠♣❧✐❛♥❝❡ ♣r♦♣❡rt✐❡s ❛r❡ st❛t❡❞ ∀ i ∈ N, ∀ ds, ∀ θ✿
A1✿ ◆♦ ♣❡rs♦♥❛❧ ❞❛t❛ s❤♦✉❧❞ ❛♣♣❡❛r ✐♥ ❛♥ ❛❜str❛❝t st❛t❡ ❛❢t❡r ✐ts ❣❧♦❜❛❧ ❞❡❧❡t✐♦♥ ❞❡❧❛② ❤❛s ❡①♣✐r❡❞✿
StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg) =⇒ EvTime(σi) ≤ t+ π.dd
A2✿ ❉❡❧❡t✐♦♥s ②✐❡❧❞ t❤✐r❞ ♣❛rt② ❞❡❧❡t✐♦♥ r❡q✉❡sts✱ ❣✐✈❡♥ ❜❡t✇❡❡♥ t❤❡ ❧❛st ❢♦r✇❛r❞✐♥❣ ♦❢ t❤❡ ❞❛t❛ ❛♥❞
✐ts ❞❡❧❡t✐♦♥✿ σi = (Delete, t
′, ds, θ) ∧ StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg)
=⇒ ∀ (tp, l) ∈ receivers, ∃ k | ∃ t
′′ | σk = (DeleteOrder, t
′′, tp, ds, θ) ∧
k ∈ ]α, i[ ✇✐t❤ α = max{n | (tp, n) ∈ receivers}
A3✿ ❉❡❧❡t✐♦♥ r❡q✉❡sts ❛r❡ ❢✉❧✜❧❧❡❞ ❜❡❢♦r❡ ❡①♣✐r❛t✐♦♥ ♦❢ t❤❡ r❡q✉❡st ❢✉❧✜❧❧♠❡♥t ❞❡❧❛②✿
σi = (DeleteReq, t
′, or, ds, θ) ∧ StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg)
=⇒ ∃ k | ∃ t′′ | σk = (Delete, t
′′, ds, θ) ∧ t′ < t′′ ≤ t′ + π.rd
A4✿ A4 ✐s ❞❡✜♥❡❞ s✐♠✐❧❛r❧② t♦ A3 ❢♦r ❛❝❝❡ss r❡q✉❡sts✱ ✇❤❡r❡ t❤❡ ❣r❛♥t✐♥❣ ♦❢ ❛❝❝❡ss ✐s ❛ Forward ❡✈❡♥t
✇✐t❤ rec = ds✿ σi = (AccessReq, t
′, ds, θ) ∧ StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg)
=⇒ ∃ k | ∃ t′′ | σk = (Forward, t
′′, ds, ds, θ, v, π) ∧ t′ < t′′ ≤ t′ + π.rd
A5✿ ❉❛t❛ ✐s ♦♥❧② ✉s❡❞ ❢♦r ♣✉r♣♦s❡s ❞❡✜♥❡❞ ✐♥ t❤❡ ♣♦❧✐❝②✿ σi = (Use, t
′, ds, θ, purpose, reason) ∧
StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg) =⇒ purpose ∈ π.ap
A6✿ ❆❧❧ ❝♦♥t❡①ts ✐♥ ✇❤✐❝❤ ❞❛t❛ ✐s ✉s❡❞ ✐♥ t❤❡ tr❛❝❡ ❛r❡ ❛✉t❤♦r✐s❡❞ ✐♥ t❤❡ ♣♦❧✐❝②✿
σi = (Use, t
′, ds, θ, purpose, reason) ∧ StateA(σ, i− 1)(Context) = ct ∧
StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg) =⇒ ct ∈ π.cx
A7✿ ■❢ t❤❡ ❢♦r✇❛r❞✐♥❣ ♣♦❧✐❝② ❢♦r❜✐❞s ❛❧❧ ❢♦r✇❛r❞✐♥❣✱ t❤❡r❡ ✐s ♥♦♥❡✿ σi = (Forward, t
′, rec, ds, θ, v, π) ∧
rec 6= ds ∧ StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg) =⇒ π.fw 6= ↑
❉❡✜♥✐t✐♦♥ ✷✳✹ ✭❚r❛❝❡ ❝♦♠♣❧✐❛♥❝❡✮ ❆ tr❛❝❡ σ ✐s ❝♦♠♣❧✐❛♥t ✭CompliantA(σ)✮ ✐❢ ✐t s❛t✐s✜❡s ❛❧❧
♦❢ t❤❡ ❛❜♦✈❡ ♣r♦♣❡rt✐❡s A1, . . . , A7✳
❚❤✐s ❝♦♥❝❧✉❞❡s ♦✉r ❢♦r♠❛❧✐s❛t✐♦♥ ♦❢ ❛❜str❛❝t ❡✈❡♥ts✳ ❚❤❡ ♥❡①t s❡❝t✐♦♥ ✐♥tr♦❞✉❝❡s ❧♦❣ ❡✈❡♥ts✱
✇❤✐❝❤ ❛r❡ ❝❧♦s❡r t♦ s②st❡♠ ♦♣❡r❛t✐♦♥s ❛♥❞ ✐♥❝❧✉❞❡ ✐♥t❡r♥❛❧s s✉❝❤ ❛s ♠❡♠♦r② r❡❢❡r❡♥❝❡s✳ ❉❡✜♥✐♥❣
s✉❝❤ ❡✈❡♥ts ❛♥❞ t❤❡✐r ❝♦♠♣❧✐❛♥❝❡ ✇✐❧❧ ✉❧t✐♠❛t❡❧② ❛❧❧♦✇ ✉s t♦ r❡❧❛t❡ ❛❜str❛❝t ❡✈❡♥ts ❛♥❞ ❧♦❣ ❡✈❡♥ts
t♦ ❡①♣r❡ss ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦♣❡rt✐❡s ✭➓✹✮✳
❘❘ ♥➦ ✽✹✸✷
✽ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
✸ ▲♦❣ ❙♣❡❝✐✜❝❛t✐♦♥ ❛♥❞ ❈♦♠♣❧✐❛♥❝❡
▲♦❣ ❡✈❡♥ts ❛r❡ ✉s❡❢✉❧ t♦ ❡①♣r❡ss ♣r✐✈❛❝② ♣♦❧✐❝✐❡s ❛t ❛ ❧❡✈❡❧ ✇❤✐❝❤ ♠❛❦❡s s❡♥s❡ ❢♦r ❉❙✳ ❍♦✇❡✈❡r
t❤❡ ❡①♣❡❝t❡❞ ❣✉❛r❛♥t❡❡s ❝♦♥❝❡r♥ t❤❡ ❛❝t✉❛❧ ❜❡❤❛✈✐♦✉r ♦❢ t❤❡ s②st❡♠✱ ✇❤✐❝❤ ❝❛♥ ❜❡ ❝❤❡❝❦❡❞ ❜❛s❡❞
♦♥ ✐ts ❡①❡❝✉t✐♦♥ ❧♦❣✳ ❲❡ st❛rt ❜② ❞❡✜♥✐♥❣ ❧♦❣ ❡✈❡♥ts ❛♥❞ ❝♦♥t✐♥✉❡ ✇✐t❤ ❝♦♥❝r❡t❡ st❛t❡s ❛♥❞
❝♦♠♣❧✐❛♥❝❡ ♣r♦♣❡rt✐❡s ❢♦r t❤❡s❡ ❧♦❣ ❡✈❡♥ts✳
✸✳✶ ▲♦❣ ❊✈❡♥ts
❚❤❡r❡ ❛r❡ t✇♦ ♠❛✐♥ ❞✐✛❡r❡♥❝❡s ❜❡t✇❡❡♥ tr❛❝❡ ❡✈❡♥ts ❛♥❞ ❧♦❣ ❡✈❡♥ts✳ ❋✐rst✱ ❧♦❣ ❡✈❡♥ts ❝♦rr❡s♣♦♥❞
t♦ ❛ s♠❛❧❧ ♥✉♠❜❡r ♦❢ ❣❡♥❡r❛❧ ♣✉r♣♦s❡ ❧♦✇✲❧❡✈❡❧ ♦♣❡r❛t✐♦♥s✱ s✉❝❤ ❛s r❡❝❡✐✈✐♥❣ ❞❛t❛✱ s❡♥❞✐♥❣ ✐t✱
r❡❛❞✐♥❣ ✐t✱ ❝♦♣②✐♥❣ ✐t✱ ❞❡❧❡t✐♥❣ ✐t ♦r ❡①t❡r♥❛❧ ❡✈❡♥ts✳ ❚❤❡ s❡♠❛♥t✐❝s ♦❢ t❤❡s❡ ❡✈❡♥ts ❛r❡ ♣❛ss❡❞
t❤r♦✉❣❤ ♣❛r❛♠❡t❡rs ✭✐♥ ♠♦st ❝❛s❡s✱ t❤❡ s❡❝♦♥❞ ♦♥❡✱ s✉❝❤ ❛s Disclosure✮✳ ❙❡❝♦♥❞✱ ❧♦❣ ❡✈❡♥t
♦♣❡r❛t✐♦♥s ❛♣♣❧② t♦ t❤❡ ♠❛❝❤✐♥❡ st❛t❡✱ ✇❤✐❝❤ ✐s ❛ ❢✉♥❝t✐♦♥ ❢r♦♠ r❡❢❡r❡♥❝❡s ✭✐✳❡✳ ♠❡♠♦r② ❛❞❞r❡ss❡s✮
t♦ ✈❛❧✉❡s❀ ❛s ♦♣♣♦s❡❞ t♦ ❛❜str❛❝t ❡✈❡♥t ♦♣❡r❛t✐♦♥s✱ ✇❤✐❝❤ ❛♣♣❧② ❞✐r❡❝t❧② t♦ ❤✐❣❤✲❧❡✈❡❧ ❞❛t❛✳
❚❤❡ ❢♦r♠❛t ♦❢ t❤❡ ❧♦❣s ✐s ❛ ❦❡② ❞❡s✐❣♥ ❝❤♦✐❝❡ ❢♦r ❛♥ ❛❝❝♦✉♥t❛❜✐❧✐t② ❛r❝❤✐t❡❝t✉r❡✳ ❆s ❞✐s❝✉ss❡❞
✐♥ ❬✹❪✱ t❤✐s ❝❤♦✐❝❡ ✐s ❢❛r ❢r♦♠ ♦❜✈✐♦✉s✳ ■♥ ♦✉r ❢r❛♠❡✇♦r❦✱ ✐t ✐s ❣✉✐❞❡❞ ❜② t✇♦ ❢❛❝t♦rs✿ t❤❡ ♣r✐✈❛❝②
♣♦❧✐❝✐❡s ✇❤✐❝❤ ❤❛✈❡ t♦ ❜❡ ✈❡r✐✜❡❞ ❛♥❞ t❤❡ ❛❢♦r❡♠❡♥t✐♦♥❡❞ ❞❛t❛ ♠✐♥✐♠✐③❛t✐♦♥ ♣r✐♥❝✐♣❧❡✳ ❆❝t✉❛❧❧②✱
✇❡ ❝❤♦♦s❡ ❛ r❛❞✐❝❛❧ ♦♣t✐♦♥ ❤❡r❡✱ ✇❤✐❝❤ ✐s t♦ ❛✈♦✐❞ t♦ r❡❝♦r❞ ✐♥ t❤❡ ❧♦❣s ❛♥② ✈❛❧✉❡ v ♦❢ ♣❡rs♦♥❛❧
❞❛t❛ (ds, θ)✳ ❲❡ s❤♦✇ ✐♥ t❤❡ ♥❡①t s❡❝t✐♦♥ t❤❛t t❤✐s ❝❤♦✐❝❡ ❞♦❡s ♥♦t ♣r❡✈❡♥t ✉s ❢r♦♠ ♠❡❡t✐♥❣ t❤❡
❡①♣❡❝t❡❞ ❛❝❝♦✉♥t❛❜✐❧✐t② r❡q✉✐r❡♠❡♥ts✳
❚❤❡ ❧✐st ♦❢ ❧♦❣ ❡✈❡♥ts ❢♦❧❧♦✇s✳ ❆❧❧ ❧♦❣ ❡✈❡♥ts ❝❛rr② ❛ t✐♠❡st❛♠♣ t✱ ❛♥❞ ❡✈❡♥ts ✇✐t❤♦✉t ❞❡s❝r✐♣✲
t✐♦♥s ❤❛✈❡ t❤❡ s❛♠❡ ♠❡❛♥✐♥❣ ❛s t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❛❜str❛❝t ❡✈❡♥t✳
❼ (Receive,Disclosure, t, or, ds, θ, π, ref)
❼ (Receive,DeleteReq, t, or, ds, θ)
❼ (Receive,AccessReq, t, ds, θ)
❼ (Copy, t, ref, ref) ✖ ❛ ❝♦♣②✐♥❣ ♦❢ ❞❛t❛ ❜② t❤❡ ❉❈ ❢r♦♠ ♦♥❡ s②st❡♠ r❡❢❡r❡♥❝❡ t♦ ❛♥♦t❤❡r✳
❼ (Delete, t, ref) ✖ ❛ ❞❡❧❡t✐♦♥ ♦❢ t❤❡ ❞❛t❛ ♦❢ ds ✇✐t❤ r❡❢❡r❡♥❝❡ ref ❜② t❤❡ ❉❈✳
❼ (Send,DeleteOrder, t, tp, ds, θ)
❼ (Send, V al, t, rec, ref) ✖ ❛♥ ✉♥s♣❡❝✐✜❡❞ s❡♥❞✐♥❣ ♦❢ ❞❛t❛ ❢r♦♠ t❤❡ ❉❈ t♦ ❛ r❡❝✐♣✐❡♥t rec✱
✇❤✐❝❤ ❝❛♥ ❜❡ ❛ t❤✐r❞ ♣❛rt② ♦r ds ✐♥ ❝❛s❡ s❤❡ ✐s ❣r❛♥t❡❞ ❛❝❝❡ss t♦ ❤❡r ♦✇♥ ❞❛t❛✳
❼ (Read, t, ref, purpose, reason) ✖ t❤❡ ✉s❡ ❜② t❤❡ ❉❈ ♦❢ t❤❡ ❞❛t❛ ♦❢ ds ♦❢ r❡❢❡r❡♥❝❡ ref ❢♦r
❛ s♣❡❝✐✜❝ purpose ❛♥❞ reason✳
❼ (External, BreakGlass, t, et, bgt, bgc)
❼ (External, Context, t, ct)
▲♦❣s ❛r❡ t♦ tr❛❝❡s ❛s ❧♦❣ ❡✈❡♥ts ❛r❡ t♦ ❛❜str❛❝t ❡✈❡♥ts✿
❉❡✜♥✐t✐♦♥ ✸✳✶ ✭▲♦❣✮ ❆ ❧♦❣ ✐s ❛ s❡q✉❡♥❝❡ ♦❢ ❧♦❣ ❡✈❡♥ts✳
■♥ t❤❡ s❛♠❡ ✇❛② t❤❛t ✇❡ ❞❡✜♥❡❞ ❛❜str❛❝t st❛t❡s ❛♥❞ s❡♠❛♥t✐❝s✱ ✇❡ ♥♦✇ ❞❡✜♥❡ ❝♦♥❝r❡t❡ st❛t❡s
❛♥❞ t❤❡ s❡♠❛♥t✐❝s ♦❢ ❝♦♥❝r❡t❡ ❡✈❡♥ts✳
■♥r✐❛
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✾
❉❡✜♥✐t✐♦♥ ✸✳✷ ✭❈♦♥❝r❡t❡ st❛t❡✮ ❚❤❡ ❝♦♥❝r❡t❡ st❛t❡ ♦❢ ❛ s②st❡♠ ✐s ❞❡✜♥❡❞ ❜② t❤❡ ❢✉♥❝t✐♦♥
SC : Reference −→ T ime× Type×Entity ×Entity × Policy ×P(Entity ×N)×P(BGtype×
BGcircumstances× T ime)
ref 7→ (t, θ, ds, or, π, receivers, bg)
❍❡r❡ Reference ✐s t❤❡ s❡t ♦❢ ♠❡♠♦r② ❛❞❞r❡ss❡s❀ t❤❡ ♦t❤❡r ♣❛r❛♠❡t❡rs ❛r❡ ❞❡✜♥❡❞ ❛s ❢♦r
❛❜str❛❝t st❛t❡s✳ SC ✐s ❡①♣❛♥❞❡❞ ✇✐t❤ SC(Context) = ct ∈ Context✳
❚❤❡ s❡♠❛♥t✐❝s ♦❢ ❛♥ ❡✈❡♥t ❛t ❛ ♣♦s✐t✐♦♥ j′ ✐♥ ❛ ❧♦❣ ✐s ❣✐✈❡♥ ❜② ❛ ❢✉♥❝t✐♦♥ (LogEvent×N) →
ConcreteState → ConcreteState ❞❡✜♥❡❞ ❛s ❢♦❧❧♦✇s✿
❼ SC((Receive,Disclosure, t, or, ds, θ, π, ref), j)Σ = Σ[ref → (t, θ, ds, or, π,∅,∅)]
❼ SC((Copy, t
′, ref, ref ′), j′)Σ = Σ[ref ′ → Σ(ref)]
❼ SC((Delete, t, ref), j)Σ = Σ[ref →⊥]
❼ SC((Send, V al, t
′, rec, ref), j′)Σ = ✐❢ rec 6= ds ❛♥❞ (t, θ, ds, or, π, receivers, bg) = Σ(ref)
t❤❡♥ Σ[ref → (t, θ, ds, or, π, receivers ∪ {(rec, j′)}, bg)] ❡❧s❡ Σ
❼ SC((External, BreakGlass, t
′, et, bgt, bgc), j′)Σ = ✐❢ (ds, θ) ∈ et t❤❡♥
Σ[ref → (t, θ, ds, or, π, receivers, bg ∪ {(bgt, bgc, t′)})]
❡❧s❡ Σ✱ ✇✐t❤ (t, θ, ds, or, π, receivers, bg) = Σ(ref)
❼ SC((External,DefineContext, t, ct), j)Σ = Σ[Context → ct]
❼ SC(Li, j)Σ = Σ ❢♦r t❤❡ ♦t❤❡r ❡✈❡♥ts✳
◆♦t❡ t❤❛t ❞❛t❛ ✈❛❧✉❡s ❛r❡ ♥♦t ♠❛♥✐♣✉❧❛t❡❞ ❡①♣❧✐❝✐t❧② ❤❡r❡✳ ❋♦r ✐♥st❛♥❝❡✱ ✐♥ t❤❡ ❝♦♥❝r❡t❡
(Receive,Disclosure, . . . ❡✈❡♥t ❛❜♦✈❡✱ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❞❛t❛ ♦❢ t②♣❡ θ ✐s st♦r❡❞ ✐♥ s②st❡♠ ♠❡♠♦r②
❛t ❛❞❞r❡ss ref ✳ ❚❤❡ Copy ❡✈❡♥t ❞♦❡s ♥♦t ♠♦❞✐❢② t❤❡ st❛t❡ ❛ss♦❝✐❛t❡❞ t♦ ref ❜✉t t❤❡ ♦♥❡ ❛ss♦❝✐❛t❡❞
t♦ ref ′✱ s✐♥❝❡ ref ′ ✐s ♦✈❡r✇r✐tt❡♥✳
❚❤❡ ❝✉rr❡♥t ❝♦♥❝r❡t❡ st❛t❡ StateC(L) ❛❢t❡r t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ ❛ ❧♦❣ L ✐s ❞❡✜♥❡❞ r❡❝✉rs✐✈❡❧②
❢r♦♠ SC s✐♠✐❧❛r❧② t♦ ❤♦✇ StateA(σ) ✇❛s ♣r❡✈✐♦✉s❧② ❞❡✜♥❡❞ ❢r♦♠ SA✳ ❖♥❡ ❝❛♥ ♥♦✇ ❡①♣r❡ss
✉s❡❢✉❧ ❢✉♥❝t✐♦♥s ❜❛s❡❞ ♦♥ t❤❡ ❝✉rr❡♥t st❛t❡ ❛t ❛ ♣♦s✐t✐♦♥ i ✐♥ ❛ ❧♦❣✿
❼ ❚❤❡ Locations ❢✉♥❝t✐♦♥ r❡t✉r♥s t❤❡ s❡t ♦❢ r❡❢❡r❡♥❝❡s ❛ss♦❝✐❛t❡❞ t♦ ❞❛t❛ ♦❢ ❛ ❝❡rt❛✐♥ ❞❛t❛t②♣❡
❢r♦♠ ds✿
Locations(L, i, ds, θ) = {ref | StateC(L, i)(ref) = (❴, θ, ds,❴,❴,❴,❴,❴)}
❼ ❚❤❡ AllReceivers ❢✉♥❝t✐♦♥ r❡t✉r♥s t❤❡ s❡t ♦❢ ❛❧❧ t❤✐r❞ ♣❛rt✐❡s t❤❛t st♦r❡ s♦♠❡ ❞❛t❛ ♦❢ ❛
❝❡rt❛✐♥ ❞❛t❛t②♣❡ ❢r♦♠ ds✱ ✇✐t❤ t❤❡ ❛ss♦❝✐❛t❡❞ ❡✈❡♥t ✐♥❞❡① ❛t ✇❤✐❝❤ t❤❡② r❡❝❡✐✈❡❞ t❤❡ ❞❛t❛✿
AllReceivers(L, i, ds, θ) = {(tp, k) | ∃ ref |
StateC(L, i)(ref) = (❴, θ, ds,❴,❴,❴, receivers,❴) ∧ (tp, k) ∈ receivers}
❋✉rt❤❡r♠♦r❡✱ ❛s ❢♦r ❛❜str❛❝t ❡✈❡♥ts✱ ❧❡t EvTime ❜❡ ❛ ❢✉♥❝t✐♦♥ s✉❝❤ t❤❛t EvTime(Li) = ti
✇❤❡♥ Li = (. . . , ti, . . .)✳ ❯s✐♥❣ t❤❡s❡ ❢✉♥❝t✐♦♥s✱ ✇❡ ❝❛♥ ♥♦✇ ❡①♣r❡ss ❝♦♠♣❧✐❛♥❝❡ ❢♦r ❧♦❣s✳
✸✳✷ ▲♦❣ ❈♦♠♣❧✐❛♥❝❡ Pr♦♣❡rt✐❡s
❚❤❡ ❢♦❧❧♦✇✐♥❣ ❧♦❣ ❝♦♠♣❧✐❛♥❝❡ ♣r♦♣❡rt✐❡s ❛r❡ st❛t❡❞ ∀ i ∈ N, ∀ ref, ∀ ds, ∀ θ✿
C1✿ ◆♦ ♣❡rs♦♥❛❧ ❞❛t❛ s❤♦✉❧❞ ❛♣♣❡❛r ✐♥ ❛♥ ❛❜str❛❝t st❛t❡ ❛❢t❡r ✐ts ❣❧♦❜❛❧ ❞❡❧❡t✐♦♥ ❞❡❧❛② ❤❛s ❡①♣✐r❡❞✿
StateC(L, i− 1)(ref) = (t, θ, ds, or, π, receivers, bg) =⇒ EvTime(Li) ≤ t+ π.dd
❘❘ ♥➦ ✽✹✸✷
✶✵ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
C2✿ ❉❡❧❡t✐♦♥s ②✐❡❧❞ t❤✐r❞ ♣❛rt② ❞❡❧❡t✐♦♥ r❡q✉❡sts✱ s❡♥t ❜❡t✇❡❡♥ t❤❡ ❧❛st ❢♦r✇❛r❞✐♥❣ ♦❢ t❤❡ ❞❛t❛ ❛♥❞
✐ts ❞❡❧❡t✐♦♥✿ Li = (Delete, t
′, ref) ∧ StateC(L, i − 1)(ref) = (t, θ, ds, or, π, receivers, bg) =⇒
∀ (tp, l) ∈ receivers, ∃ k | ∃ t
′′ | Lk = (Send,DeleteOrder, t
′′, tp, ds, θ) ∧ k ∈ ]α, i[ ✇✐t❤
α = max{n | (tp, n) ∈ receivers}
C3✿ ❉❡❧❡t❡ r❡q✉❡sts ❛r❡ ❢✉❧✜❧❧❡❞ ❜❡❢♦r❡ ❡①♣✐r❛t✐♦♥ ♦❢ t❤❡ r❡q✉❡st ❢✉❧✜❧❧♠❡♥t ❞❡❧❛②✿
Li = (Receive,DeleteReq, t
′, or, ds, θ) ∧ StateC(L, i− 1)(ref) = (t, θ, ds, or, π, receivers, bg)
=⇒ ∀ r ∈ Locations(L, i, ds, θ), ∃ k | ∃ t′′ | Lk = (Delete, t
′′, r) ∧ t′ < t′′ ≤ t′ + π.rd
C4✿ C4 ✐s ❞❡✜♥❡❞ s✐♠✐❧❛r❧② t♦ C3 ❢♦r ❛❝❝❡ss r❡q✉❡sts✿
Li = (Receive,AccessReq, t
′, ds, θ) ∧ StateC(L, i − 1)(ref) = (t, θ, ds, or, π, receivers, bg) =⇒
∃ k | ∃ t′′ | Lk = (Send, V al, t
′′, ds, ref) ∧ t′ < t′′ ≤ t′ + π.rd
C5✿ ❉❛t❛ ✐s ♦♥❧② ✉s❡❞ ❢♦r ♣✉r♣♦s❡s ❞❡✜♥❡❞ ✐♥ t❤❡ ♣♦❧✐❝②✿ Li = (Read, t
′, ref, purpose, reason)
∧ StateC(L, i− 1)(ref) = (t, θ, ds, or, π, receivers, bg) =⇒ purpose ∈ π.ap
C6✿ ❆❧❧ ❝♦♥t❡①ts ✐♥ ✇❤✐❝❤ ❞❛t❛ ✐s ✉s❡❞ ✐♥ t❤❡ tr❛❝❡ ❛r❡ ❛✉t❤♦r✐s❡❞ ✐♥ t❤❡ ♣♦❧✐❝②✿
Li = (Read, t
′, ref, purpose, reason) ∧ StateC(L, i− 1)(Context) = ct ∧
StateC(L, i− 1)(ref) = (t, θ, ds, or, π, receivers, bg) =⇒ ct ∈ π.cx
C7✿ ■❢ t❤❡ ❢♦r✇❛r❞✐♥❣ ♣♦❧✐❝② ❢♦r❜✐❞s ❛❧❧ ❢♦r✇❛r❞✐♥❣✱ ❞❛t❛ ✐s ♥❡✈❡r ❢♦r✇❛r❞❡❞✿ Li = (Send, V al, t
′, rec,
ref) ∧ rec 6= ds ∧ StateC(L, i− 1)(ref) = (t, θ, ds, or, π, receivers, bg) =⇒ π.fw 6= ↑
❉❡✜♥✐t✐♦♥ ✸✳✸ ✭▲♦❣ ❝♦♠♣❧✐❛♥❝❡✮ ❆ ❧♦❣ L ✐s ❝♦♠♣❧✐❛♥t ✭CompliantC(L)✮ ✐❢ ✐t s❛t✐s✜❡s ❛❧❧ ♦❢
t❤❡ ❛❜♦✈❡ ♣r♦♣❡rt✐❡s C1, . . . , C7✳
■♥r✐❛
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✶✶
✹ ❆❝❝♦✉♥t❛❜✐❧✐t② Pr♦♣❡rt✐❡s
❚♦ r❡❧❛t❡ ❛❜str❛❝t ♣r✐✈❛❝② ♣♦❧✐❝✐❡s t♦ ❛❝t✉❛❧ ❧♦❣ ✈❡r✐✜❝❛t✐♦♥s✱ ✐t ✐s ♥❡❝❡ss❛r② t♦ ✐♥tr♦❞✉❝❡ t✇♦ ❛❜✲
str❛❝t✐♦♥ r❡❧❛t✐♦♥s✿ ❛ r❡❧❛t✐♦♥ ❜❡t✇❡❡♥ ❛❜str❛❝t st❛t❡s ❛♥❞ ❝♦♥❝r❡t❡ st❛t❡s ❛♥❞ ❛ r❡❧❛t✐♦♥ ❜❡t✇❡❡♥
tr❛❝❡s ❛♥❞ ❧♦❣s✳
❲❡ ✜rst ✐♥tr♦❞✉❝❡ t❤❡ r❡❧❛t✐♦♥ ❜❡t✇❡❡♥ ❛❜str❛❝t st❛t❡s ❛♥❞ ❝♦♥❝r❡t❡ st❛t❡s✿
❉❡✜♥✐t✐♦♥ ✹✳✶ ✭❙t❛t❡ ❛❜str❛❝t✐♦♥✮ AbstractS(ΣC ,ΣA) ❤♦❧❞s ✐❢ ❛♥❞ ♦♥❧② ✐❢
{(ds, θ) | ∃ r,ΣC(r) = (t, θ, ds, or, π, receivers, bg)} = Domain(ΣA) ❛♥❞
∀ r, ∀ ds, ∀ θ,ΣC(r) = (t, θ, ds, or, π, receivers, bg) ⇐⇒
∃ v | ΣA(ds, θ) = (t, or, v, π, receivers, bg)✳
❚❤❡ r❡❧❛t✐♦♥ AbstractL ❞❡♥♦t❡s t❤❛t ❛ tr❛❝❡ ✐s ❛♥ ❛❜str❛❝t✐♦♥ ♦❢ ❛ ❧♦❣✿
❉❡✜♥✐t✐♦♥ ✹✳✷ ✭▲♦❣ ❛❜str❛❝t✐♦♥✮ AbstractL(L, σ) ❤♦❧❞s ✐❢ ❛♥❞ ♦♥❧② ✐❢ t❤❡r❡ ❡①✐sts ❛ ❢✉♥❝t✐♦♥
Map s✉❝❤ t❤❛t Map : N → P(N) | ∀ r ∈ [1, |σ|],Map(r) 6= ∅ ∧ ∀ r, s ∈ [1, |σ|], ∀ r′ ∈
Map(i), ∀ s′ ∈ Map(j), r < s =⇒ r′ < s′ ❛♥❞ ❢♦r ❛❧❧ i ∈ [1, |σ|] ❛♥❞ ❢♦r ❛❧❧ j ∈ [1, |L|]✱ t❤❡
❢♦❧❧♦✇✐♥❣ ♣r♦♣❡rt✐❡s ❛r❡ tr✉❡✿
❼ Map(i) = {j} ∧ σi = (Disclosure, t, or, ds, θ, v, π)
⇐⇒ Lj = (Receive,Disclosure, t, or, ds, θ, π, ref) ∧ AbstractS(StateC(L, j−1), StateA(σ, i−1))
❼ Map(i) = {j} ∧ σi = (DeleteReq, t, or, ds, θ)
⇐⇒ Lj = (Receive,DeleteReq, t, or, ds, θ) ∧ AbstractS(StateC(L, j − 1), StateA(σ, i− 1))
❼ Map(i) = {j} ∧ σi = (AccessReq, t, ds, θ)
⇐⇒ Lj = (Receive,AccessReq, t, ds, θ) ∧ AbstractS(StateC(L, j − 1), StateA(σ, i− 1))
❼ Map(i) = J ∧ σi = (Delete, t, ds, θ)
⇐⇒ ∀ r ∈ Locations(L,min(J), ds, θ), ∃ j ∈ J | Lj = (Delete, t, r) ∧
AbstractS(StateC(L, j − 1), StateA(σ, i− 1))
❼ Map(i) = {j} ∧ σi = (DeleteOrder, t, tp, ds, θ)
⇐⇒ Lj = (Send,DeleteOrder, t, tp, ds, θ) ∧ AbstractS(StateC(L, j − 1), StateA(σ, i− 1))
❼ Map(i) = {j} ∧ σi = (Forward, t, rec, ds, θ, v, π)
⇐⇒ Lj = (Send, V al, t, rec, ref) ✇✐t❤ StateC(L, j − 1)(ref) = (t
′, θ, ds, or, π, receivers, bg) ∧
AbstractS(StateC(L, j − 1), StateA(σ, i− 1))
❼ Map(i) = {j} ∧ σi = (Use, t, ds, θ, purpose, reason) ∧ StateA(σ, i− 1)(Context) = ct
⇐⇒ Lj = (Read, t, ref, purpose, reason) ✇✐t❤ StateC(L, j − 1)(ref) = (t
′, θ, ds, or, π, receivers,
bg) ∧ AbstractS(StateC(L, j − 1), StateA(σ, i− 1)) ∧ StateC(L, j − 1)(Context) = ct
❯s✐♥❣ t❤✐s Abstract ❢✉♥❝t✐♦♥✱ ✐t ✐s ♥♦✇ ♣♦ss✐❜❧❡ t♦ ❡①♣r❡ss t❤❡ ❝♦r❡ ❝♦rr❡❝t♥❡ss ♣r♦♣❡rt②
r❡❧❛t✐♥❣ tr❛❝❡s ❛♥❞ ❧♦❣s✿
Pr♦♣❡rt② ✹✳✶ ✭❈♦rr❡❝t♥❡ss✮
CompliantC(L) ∧ AbstractL(L, σ) =⇒ CompliantA(σ)
❚❤✐s ♣r♦♣❡rt② s❤♦✇s t❤❛t t❤❡ ❛❜str❛❝t ♠❡❛♥✐♥❣ ♦❢ t❤❡ ♣♦❧✐❝✐❡s ✭✇❤✐❝❤ ❝❛♥ ❜❡ ✉♥❞❡rst♦♦❞ ❜②
✉s❡rs✮ r❡✢❡❝t t❤❡ ❛❝t✉❛❧ ♣r♦♣❡rt✐❡s ♦❢ t❤❡ ❧♦❣s✳ ■t ❛❧s♦ ♠❛❦❡s ✐t ♣♦ss✐❜❧❡ t♦ ❛❜str❛❝t t❤❡ ❧♦❣ ✐♥t♦
❛ tr❛❝❡ ❛♥❞ ❛♥❛❧②s❡ t❤❡ tr❛❝❡ ✐♥st❡❛❞ ♦❢ t❤❡ ❧♦❣✳
❘❘ ♥➦ ✽✹✸✷
✶✷ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
Pr♦♦❢✿ ❙✐♥❝❡ CompliantA(σ) ✐s ❞❡✜♥❡❞ ❛s t❤❡ ❝♦♥❥✉♥❝t✐♦♥ ♦❢ t❤❡ s❡✈❡♥ tr❛❝❡ ❝♦♠♣❧✐❛♥❝❡ ❤②✲
♣♦t❤❡s❡s Ai ❞❡✜♥❡❞ ✐♥ ➓✷✱ ✐t ✐s ❡q✉✐✈❛❧❡♥t t♦ s❤♦✇ t❤❛t t❤❡② ❛❧❧ ❤♦❧❞✳ ●❡♥❡r❛❧❧② s♣❡❛❦✐♥❣✱ st❛rt✐♥❣
✇✐t❤ t❤❡ ♣r❡♠✐s❡ ♦❢ ❛ ❣✐✈❡♥ Ai✱ ♦♥❡ ✇❛♥ts t♦ r❡❛❝❤ t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❝♦♥❝❧✉s✐♦♥✱ ❛ss✉♠✐♥❣ t❤❡
❛❞ ❤♦❝ ❧♦❣ ❝♦♠♣❧✐❛♥❝❡ ♣r♦♣❡rt② Ci ❛♥❞ AbstractL(L, σ)✳ ❆❜str❛❝t ❡✈❡♥ts ❝❛♥ ❜❡ ♠❛♣♣❡❞ ❜❛❝❦
t♦ ♦♥❡ ♦r ♠♦r❡ ❝♦♥❝r❡t❡ ❡✈❡♥ts❀ ❢♦r ✐♥st❛♥❝❡✱ ✐♥ ❝❛s❡ ♦❢ ❞❡❧❡t✐♦♥✱ ❛❧❧ r❡❢❡r❡♥❝❡s ❢♦r ❛ ❣✐✈❡♥ ds ❛♥❞
θ ♠✉st ❜❡ ❞❡❧❡t❡❞✱ ❣✐✈✐♥❣ r✐s❡ t♦ ♠✉❧t✐♣❧❡ ❝♦♥❝r❡t❡ Delete ❡✈❡♥ts✳ ❚❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❧♦❣ ❝♦♠♣❧✐✲
❛♥❝❡ ♣r♦♣❡rt② ✐s t❤❡♥ ✉s❡❞✳ ❖❢t❡♥✱ t♦ ✉s❡ t❤❡ ❧♦❣ ❝♦♠♣❧✐❛♥❝❡ ♣r♦♣❡rt② ✐♥ q✉❡st✐♦♥✱ ✐♥❢♦r♠❛t✐♦♥
❛❜♦✉t st❛t❡s ✐s ♥❡❡❞❡❞ ❛♥❞ ❝❛♥ ❜❡ ♦❜t❛✐♥❡❞ t❤r♦✉❣❤ t❤❡ st❛t❡ ❛❜str❛❝t✐♦♥ ✉s❡❞ ✐♥ t❤❡ ♣r❡❞✐❝❛t❡s✳
❋♦r ❛❧❧ ♣r♦♦❢s✱ ✇❡ ❛ss✉♠❡ ❛ ✜①❡❞ i✱ ds ❛♥❞ θ✳
Pr♦✈✐♥❣ A1✿ ❚❤❡ ❛ss✉♠♣t✐♦♥ ♦❢ A1 ✐s StateA(σ, i − 1)(ds, θ) = (t, or, v, π, receivers, bg)✳ ❲❡ ❛ss✉♠❡
AbstractL(L, σ)✳ ❆ ❝❛s❡ s♣❧✐t ♦♥ t❤❡ t②♣❡ ♦❢ t❤❡ ❡✈❡♥t σi = (❴, t
′, . . .) ❛♥❞ t❤❡ ✉s❡ ♦❢
AbstractL(L, σ) ❢♦r t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❛❜str❛❝t ❡✈❡♥t t②♣❡ s❤♦✇s t❤❛t ∃ j | ∃ r | StateC(L,
j − 1)(r) = (t, θ, ds, or, π, receivers, bg)✳ C2 t❤❡♥ ♣r♦✈✐❞❡s t❤❡ ❝♦♥❝❧✉s✐♦♥ ♦❢ A1✿ t′ <
t+ π.dd✳ 
Pr♦✈✐♥❣ A2✿ ❚❤❡ ❛ss✉♠♣t✐♦♥s ♦❢ A2 ❛r❡ σi = (Delete, t
′, ds, θ) ∧ StateA(σ, i− 1)(ds, θ) = (t, or, v, π,
receivers, bg)✳ ❲❡ ❛ss✉♠❡ AbstractL(L, σ)✳ ▲❡t J = Map(i)✳ ❚❤❡ ♣❛rt ♦❢ AbstractL(L, σ)
r❡❧❛t✐✈❡ t♦ Delete ②✐❡❧❞s ∀ r ∈ Locations(L,min(J), ds, θ), ∃ j ∈ J | (Lj = (Delete, t
′, r) ∧
AbstractS(StateC(L, j − 1), StateA(σ, i − 1)))✱ ✐✳❡✳ {(ds, θ) | ∃ r
′, StateC(L, j − 1)(r
′) =
(t, θ, ds, or, π, receivers, bg)} = Domain(StateA(σ, i−1)) ❛♥❞ ∀ r
′, ∀ ds, ∀ θ, StateC(L, j−
1)(r′) = (t, θ, ds, or, π, receivers, bg) ⇐⇒ ∃ v | StateA(σ, i− 1)(ds, θ) = (t, or, v, π,
receivers, bg)✳ ❙✐♥❝❡ StateA(σ, i− 1)(ds, θ) = (t, or, v, π, receivers, bg)✱ ✇❡ ❣❡t✱ ✐♥ ♣❛rt✐❝✉✲
❧❛r✱ ∀ r ∈ Locations(L,min(J), ds, θ), ∃ j ∈ J | StateC(L, j − 1)(r) = (t, θ, ds, or, π,
receivers, bg)✳ C2 ❝❛♥ ♥♦✇ ❜❡ ✉s❡❞✱ ❛♥❞ ❣✐✈❡s ∀ (tp, l) ∈ receivers, ∃ k | ∃ t
′′ | Lk =
(Send,DeleteOrder, t′′, tp, ds, θ) ∧ k ∈ ]α, i[ ✇✐t❤ α = max{n | (tp, n) ∈ receivers}✳ ❯s✐♥❣
AbstractL(L, σ) ❛❣❛✐♥ ❢♦r DeleteOrder ②✐❡❧❞s ∀ (tp, l) ∈ receivers, ∃ k
′ | Map(k′) =
{k} | σk′ = (DeleteOrder, t
′′, tp, ds, θ) ✇✐t❤ k′ ∈ ]α, j′[ ❛♥❞ α = max{n | (tp, n) ∈
receivers}✱ t❤❡ ❝♦♥❝❧✉s✐♦♥ ♦❢ A2 ✇❡ ✇❡r❡ ❧♦♦❦✐♥❣ ❢♦r✳ 
Pr♦✈✐♥❣ A3✿ ❚❤❡ ❛ss✉♠♣t✐♦♥s ♦❢ A3 ❛r❡ σi = (DeleteReq, t
′, or, ds, θ) ∧ StateA(σ, i − 1)(ds, θ) =
(t, or, v, π, receivers, bg)✳ ❲❡ ❛ss✉♠❡ AbstractL(L, σ)✳ ▲❡t Map(i) = {j}✳ ❚❤❡ ♣❛rt ♦❢
AbstractL(L, σ) r❡❧❛t✐✈❡ t♦ DeleteReq ②✐❡❧❞s Lj = (Receive,DeleteReq, t
′, or, ds, θ) ∧
AbstractS(StateC(L, j − 1), StateA(σ, i− 1))✳ ❚❤✐s st❛t❡ ❛❜str❛❝t✐♦♥ ✐♠♣❧✐❡s ∃ ref |
StateC(L, j − 1)(ref) = (t, θ, ds, or, π, receivers, bg)✳ C3 ❝❛♥ ♥♦✇ ❜❡ ✉s❡❞✱ ❛♥❞ ❣✐✈❡s ✉s
∀ r ∈ Locations(L, i, ds, θ), ∃ k | ∃ t′′ | Lk = (Delete, t
′′, r) ∧ t′ < t′′ ≤ t′+π.rd✳ ❆♥♦t❤❡r
♠❛♣♣✐♥❣ ✈✐❛ AbstractL(L, σ)✱ t❤✐s t✐♠❡ ❢♦r Delete ❛♥❞ ❜❛❝❦ t♦ ❛❜str❛❝t ❡✈❡♥ts✱ ②✐❡❧❞s t❤❡
❞❡s✐r❡❞ ❝♦♥❝❧✉s✐♦♥ ♦❢ A3✿ ∃ k′ | σk′ = (Delete, t
′′, ds, θ) ∧ t′ < t′′ ≤ t′ + π.rd✳ 
Pr♦✈✐♥❣ A4✿ ❚❤❡ ❛ss✉♠♣t✐♦♥s ♦❢ A4 ❛r❡ σi = (AccessReq, t
′, ds, θ) ∧ StateA(σ, i−1)(ds, θ) = (t, or, v, π,
receivers, bg)✳ ❲❡ ❛ss✉♠❡AbstractL(L, σ)✳ ▲❡tMap(i) = {j}✳ ❚❤❡ ♣❛rt ♦❢AbstractL(L, σ)
r❡❧❛t✐✈❡ t♦ AccessReq ②✐❡❧❞s Lj = (Receive,AccessReq, t
′, ds, θ) ∧ AbstractS(StateC(L, j−
1), StateA(σ, i − 1))✳ ❚❤✐s st❛t❡ ❛❜str❛❝t✐♦♥ ✐♠♣❧✐❡s ∃ ref | StateC(L, j − 1)(ref) =
(t, θ, ds, or, π, receivers, bg)✳ C4 ❝❛♥ ♥♦✇ ❜❡ ✉s❡❞✱ ❛♥❞ ❣✐✈❡s ✉s ∃ k | ∃ t′′ | Lk = (Send, V al,
t′′, ds, ref) ∧ t′ < t′′ ≤ t′ + π.rd✳ ❆♥♦t❤❡r ♠❛♣♣✐♥❣ ✈✐❛ AbstractL(L, σ)✱ t❤✐s t✐♠❡ ❢♦r
Forward ❛♥❞ ❜❛❝❦ t♦ ❛❜str❛❝t ❡✈❡♥ts✱ ②✐❡❧❞s t❤❡ ❞❡s✐r❡❞ ❝♦♥❝❧✉s✐♦♥ ♦❢ A4✿ ∃ k′ | σk′ =
(Forward, t′′, ds, ds, θ, v, π) ∧ t′ < t′′ ≤ t′ + π.rd✳ 
Pr♦✈✐♥❣ A5✿ ❚❤❡ ❛ss✉♠♣t✐♦♥s ♦❢ A5 ❛r❡ σi = (Use, t
′, ds, θ, purpose, reason) ∧StateA(σ, i− 1)(ds, θ) =
(t, or, v, π, receivers, bg)✳ ❲❡ ❛ss✉♠❡ AbstractL(L, σ)✳ ▲❡t Map(i) = {j}✳ ❚❤❡ ♣❛rt ♦❢
AbstractL(L, σ) r❡❧❛t✐✈❡ t♦ Use ②✐❡❧❞s Lj = (Read, t
′, ref, purpose, reason) ✇✐t❤ StateC(L,
■♥r✐❛
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✶✸
j− 1)(ref) = (t′′, θ, ds, or′, π′, receivers′, bg′) ∧ AbstractS(StateC(L, j− 1), StateA(σ, i−
1)) ∧ StateC(L, j − 1)(Context) = ct✳ ❯s✐♥❣ C5 ②✐❡❧❞s purpose ∈ π
′.ap✳ ❇❡❝❛✉s❡ ♦❢ st❛t❡
❛❜str❛❝t✐♦♥✱ π′ = π ❤❡♥❝❡ purpose ∈ π.ap✱ t❤❡ ❞❡s✐r❡❞ ❝♦♥❝❧✉s✐♦♥ ♦❢ A5✳ 
Pr♦✈✐♥❣ A6✿ ❚❤❡ ❛ss✉♠♣t✐♦♥s ♦❢ A6 ❛r❡ σi = (Use, t
′, ds, θ, purpose, reason) ∧ StateA(σ, i−1)(Context)
= ct ∧ StateA(σ, i−1)(ds, θ) = (t, or, v, π, receivers, bg)✳ ❲❡ ❛ss✉♠❡ AbstractL(L, σ)✳ ▲❡t
Map(i) = {j}✳ ❚❤❡ ♣❛rt ♦❢ AbstractL(L, σ) r❡❧❛t✐✈❡ t♦ Use ②✐❡❧❞s Lj = (Read, t
′, ref,
purpose, reason) ✇✐t❤ StateC(L, j−1)(ref) = (t
′′, θ, ds, or′, π′, receivers′, bg′) ∧ AbstractS
(StateC(L, j−1), StateA(σ, i−1)) ∧ StateC(L, j−1)(Context) = ct✳ ❲❡ ♦❜t❛✐♥ ct ∈ π
′.cx
✉s✐♥❣ C6✳ ❇❡❝❛✉s❡ ♦❢ st❛t❡ ❛❜str❛❝t✐♦♥✱ π′ = π✳ ❍❡♥❝❡ ct ∈ π.cx✱ t❤❡ ❞❡s✐r❡❞ ❝♦♥❝❧✉s✐♦♥ ♦❢
A6✳ 
Pr♦✈✐♥❣ A7✿ ❚❤❡ ❛ss✉♠♣t✐♦♥s ♦❢ A7 ❛r❡ σi = (Forward, t
′, rec, ds, θ, v, π) ∧ rec 6= ds ∧ StateA(σ, i−
1)(ds, θ) = (t, or, v, π, receivers, bg)✳ ❲❡ ❛ss✉♠❡ AbstractL(L, σ)✳ ▲❡t Map(i) = {j}✳ ❚❤❡
♣❛rt ♦❢ AbstractL(L, σ) r❡❧❛t✐✈❡ t♦ Forward ②✐❡❧❞s Lj = (Send, V al, t
′, rec, ref) ✇✐t❤ rec 6=
ds ∧ StateC(L, j−1)(ref) = (t
′′, θ, ds, or′, π, receivers′, bg′) ∧ AbstractS(StateC(L, j−1),
StateA(σ, i − 1))✳ ❚❤❡ ❧❛st ♦♣❡r❛♥❞ ♦❢ t❤✐s ❝♦♥❥✉♥❝t✐♦♥✱ r❡❧❛t✐✈❡ t♦ st❛t❡ ❛❜str❛❝t✐♦♥✱
♣r♦❞✉❝❡s StateC(L, j − 1)(ref) = (t, θ, ds, or, π, receivers, bg)✳ ❚❤❛♥❦s t♦ C7✱ ✇❡ ♦❜t❛✐♥
π.fw 6=↑✱ t❤❡ ❞❡s✐r❡❞ ❝♦♥❝❧✉s✐♦♥ ♦❢ A7✳ 
❋r♦♠ t❤❡ ♣❡rs♣❡❝t✐✈❡ ♦❢ ❛ ❉❙✱ ✐t ✐s ❡ss❡♥t✐❛❧ t❤❛t ❛❧❧ ❝♦♣✐❡s ♦❢ ❞❛t❛ ❛r❡ ❛❝t✉❛❧❧② ❞❡❧❡t❡❞ ✐♥
t❤❡ ❡♥❞✱ ✇❤❡t❤❡r t❤❡② ❛r❡ ❧♦❝❛❧ ♦r r❡♠♦t❡✳ ❚❤❡ ❢♦❧❧♦✇✐♥❣ ♣r♦♣❡rt② ❣✉❛r❛♥t❡❡s t❤❛t ❛❧❧ ❞❡❧❡t✐♦♥
r❡q✉❡sts ❛r❡ ❡✈❡♥t✉❛❧❧② ❢✉❧✜❧❧❡❞ ♦♥ ❛❧❧ ❧❡✈❡❧s✿
Pr♦♣❡rt② ✹✳✷ ✭❆❜s❡♥❝❡ ♦❢ ❘❛❝❡ ❈♦♥❞✐t✐♦♥s✮ ❆❧❧ ❞❡❧❡t✐♦♥ r❡q✉❡sts ❛r❡ ❢✉❧✜❧❧❡❞ ❛❢t❡r ❛ ✜♥✐t❡
❞❡❧❛②✱ ♣r♦✈✐❞❡❞ t❤❡ ❧♦❣ ✐s ❝♦♠♣❧✐❛♥t ❛♥❞ ♦❢ ✜♥✐t❡ ❧❡♥❣t❤✳
Pr♦♦❢✿ ❲❡ ❛ss✉♠❡ L = L1 . . . Ln t♦ ❜❡ ❛ ❧♦❣ ♦❢ ❧❡♥❣t❤ n✱ ds ❛♥❞ θ ✜①❡❞✳ ❆❧❧ ❞❡❧❡t✐♦♥ r❡q✉❡sts ❛r❡
❢✉❧✜❧❧❡❞ ❛❢t❡r ❛ ✜♥✐t❡ ❞❡❧❛②✳ ■♥❞❡❡❞✱ ❛ss✉♠❡ ∃ i ∈ [1, n] | Li = (Receive,DeleteReq, t, or, ds, θ),
Li ∈ L ❛♥❞ A = Locations(L, i, ds, θ)✳ ❇② ❝♦♥tr❛❞✐❝t✐♦♥✱ t❤❡ t✇♦ ❢♦❧❧♦✇✐♥❣ ❛❧t❡r♥❛t✐✈❡s ❛r❡
✐♠♣♦ss✐❜❧❡✿
❼ ❆ss✉♠❡ t❤❡r❡ ❡①✐sts ❛ ❝♦♣② ♦❢ t❤❡ ❞❛t❛ ✇❤✐❝❤ ✐s ♥❡✈❡r ❞❡❧❡t❡❞✱ ✐✳❡✳ ∃ ref ∈ A | ∀ s ∈
[1, n], Ls 6= (Delete, t
′, ref) ∧ Ls 6= (Copy, t
′′, ref ′, ref) ✇✐t❤ ref ′ /∈ Locations(L, i, ds, θ)✳
❚❤✐s ❝♦♥tr❛❞✐❝ts C3✳ 
❼ ❆ss✉♠❡ t❤❡r❡ ✐s ❛ t❤✐r❞ ♣❛rt② ✇❤♦ t❤❡ ❞❛t❛ ✇❛s s❤❛r❡❞ ✇✐t❤ ❛♥❞ ✇❤♦ ♥❡✈❡r r❡❝❡✐✈❡❞ ❛
DeleteOrder✱ ✐✳❡✳ ∃ α ∈ AllReceivers(L, i, ds, θ) ❛♥❞ ∀ r ∈ [1, n], Lr 6= (Send,
DeleteOrder, t, α, ds, θ)✳ ❇❡❝❛✉s❡ ♦❢ t❤❡ ❛❜♦✈❡✱ ✇❡ ❦♥♦✇ ∃ k | Lk = (Delete, t
′, ref) ✇✐t❤
ref ∈ A✳ ❚❤✐s ❝♦♥tr❛❞✐❝ts C2✳ 
❖♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ t❤❡r❡ ✐s ♥♦ ❣✉❛r❛♥t❡❡ t❤❛t ❞❛t❛ ❢♦r ❛ ❣✐✈❡♥ θ ✐s ❞❡❧❡t❡❞ ❛t t❤❡ ❡♥❞ ♦❢ ❛
tr❛❝❡ ✐❢ ♥♦ ❞❡❧❡t✐♦♥ r❡q✉❡st ❡①✐sts ❢♦r ✐t✳ ■♥❞❡❡❞✱ s✉❝❝❡ss✐✈❡ ❞✐s❝❧♦s✉r❡s ✇✐t❤ ❡✈❡r✲❣r♦✇✐♥❣ ❣❧♦❜❛❧
❞❡❧❡t✐♦♥ ❞❡❧❛②s π.dd ❞♦ ♥♦t ❝♦♥tr❛❞✐❝t C1✳
❘❘ ♥➦ ✽✹✸✷
✶✹ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
✺ ❆❝❝♦✉♥t❛❜✐❧✐t② Pr♦❝❡ss
❚❤❡ ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ♣r❡s❡♥t❡❞ ✐♥ t❤✐s ♣❛♣❡r ❝♦♥tr✐❜✉t❡s t♦ t❤❡ t❤r❡❡ t②♣❡s ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t②
✐♥tr♦❞✉❝❡❞ ✐♥ ➓✶✿ ✐t ❝❛♥ ❜❡ ✉s❡❞ t♦ ♣r♦✈✐❞❡ ♣r❡❝✐s❡ ❞❡✜♥✐t✐♦♥s ♦❢ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s ❛♥❞ t♦ ❜✉✐❧❞
❧♦❣ ❛♥❛❧②s❡rs t♦ ❝❤❡❝❦ t❤❡ ❝♦♠♣❧✐❛♥❝❡ ♦❢ ❛ ❧♦❣ ✇✐t❤ r❡s♣❡❝t t♦ t❤❡ ♣r✐✈❛❝② ♣♦❧✐❝✐❡s ♦❢ t❤❡ ❞❛t❛
❝♦❧❧❡❝t❡❞ ❜② t❤❡ ❉❈✳ ■♥ ❛❞❞✐t✐♦♥✱ ✐t s✉❣❣❡sts ❛ ♥✉♠❜❡r ♦❢ ♠❛♥✉❛❧ ❝❤❡❝❦s ❛♥❞ ♣r♦❝❡❞✉r❛❧ ♠❡❛s✉r❡s
r❡q✉✐r❡❞ t♦ ❝♦♠♣❧❡♠❡♥t t❤❡ ❧♦❣ ❛♥❛❧②s✐s ❛♥❞ ♠❛❦❡ ✐t ❢✉❧❧② ❡✛❡❝t✐✈❡✳ ■♥ ♣r❛❝t✐❝❡✱ ❛s ✇❡ ❛r❣✉❡❞
✐♥ ❬✺❪✱ ❛ tr✉❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss s❤♦✉❧❞ ✐♠♣♦s❡ t❤❛t t❤❡s❡ ♠❛♥✉❛❧ ❝❤❡❝❦s ❛r❡ ❝❛rr✐❡❞ ♦✉t ❜②
✐♥❞❡♣❡♥❞❡♥t ❛✉❞✐t♦rs✳
❚❤❡ ❛❞❞✐t✐♦♥❛❧ ♠❛♥✉❛❧ ❝❤❡❝❦s s✉❣❣❡st❡❞ ❜② t❤❡ ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ❢❛❧❧ ✐♥t♦ t✇♦ ❝❛t❡❣♦r✐❡s✿
❼ ●❡♥❡r❛❧ ✈❡r✐✜❝❛t✐♦♥s ♦♥ t❤❡ ❛r❝❤✐t❡❝t✉r❡ ♦❢ t❤❡ s②st❡♠✿ t❤❡ ❣♦❛❧ ♦❢ t❤❡s❡ ✈❡r✐✜❝❛t✐♦♥s ✐s t♦
❝♦♥✈✐♥❝❡ t❤❡ ❛✉❞✐t♦r t❤❛t t❤❡ ❧♦❣ r❡✢❡❝ts t❤❡ ❛❝t✉❛❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ s②st❡♠✳ ■♥ ❣❡♥❡r❛❧ ✐t
✇✐❧❧ ♥♦t ❜❡ ♣♦ss✐❜❧❡ t♦ ❝❤❡❝❦ t❤✐s ♣r♦♣❡rt② ❢♦r♠❛❧❧② ❜❡❝❛✉s❡ ✐t ✇✐❧❧ ❜❡ ♦✉t ♦❢ t❤❡ q✉❡st✐♦♥ t♦
❜✉✐❧❞ ❛ ❢♦r♠❛❧ ♠♦❞❡❧ ♦❢ ❛♥ ❡♥t✐r❡ s②st❡♠ ❥✉st ❢♦r t❤❡ ♣✉r♣♦s❡ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t②✳ ❍♦✇❡✈❡r✱
t❤❡ ❢♦r♠❛❧ ❢r❛♠❡✇♦r❦ ♣r♦✈✐❞❡s ❝❧❡❛r ❣✉✐❞❡❧✐♥❡s ❛❜♦✉t t❤❡ ❣✉❛r❛♥t❡❡s t❤❛t t❤❡ ❉❈ s❤♦✉❧❞
♣r♦✈✐❞❡ ✭✐♥ ✐♥❢♦r♠❛❧ ♦r s❡♠✐✲❢♦r♠❛❧ ✇❛②s✱ ❢♦r ❡①❛♠♣❧❡ ✐♥ t❤❡ ❢♦r♠ ♦❢ ❞✐❛❣r❛♠s ❛♥❞ ❞❡s✐❣♥
❞♦❝✉♠❡♥t❛t✐♦♥✮✳ ❇❛s✐❝❛❧❧②✱ ❡❛❝❤ t②♣❡ ♦❢ ❧♦❣ ❡✈❡♥t ❧❡❛❞s t♦ s♣❡❝✐✜❝ ❛ss✉♠♣t✐♦♥s ✇❤✐❝❤ ❤❛✈❡
t♦ ❜❡ ♠❡t ❜② t❤❡ ❧♦❣❣✐♥❣ t♦♦❧ ❛♥❞ ❞❡♠♦♥str❛t❡❞ ❜② t❤❡ ❉❈✿ ❢♦r ❡①❛♠♣❧❡ ❛♥② ♦♣❡r❛t✐♦♥
✐♥✈♦❧✈✐♥❣ t❤❡ r❡❝❡✐♣t✱ ❝♦♣② ♦r tr❛♥s❢❡r ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ s❤♦✉❧❞ ❜❡ ❛♣♣r♦♣r✐❛t❡❧② r❡❝♦r❞❡❞
✐♥ t❤❡ ❧♦❣✱ ❡❛❝❤ ✉s❡ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ s❤♦✉❧❞ ❜❡ ❛ss♦❝✐❛t❡❞ ✇✐t❤ ❛ ♣r❡❝✐s❡ ♣✉r♣♦s❡ r❡❝♦r❞❡❞
✐♥ t❤❡ ❧♦❣✱ ❡t❝✳
❼ ❙♣❡❝✐✜❝ ✈❡r✐✜❝❛t✐♦♥s ❞❡♣❡♥❞✐♥❣ ♦♥ t❤❡ ♦✉t❝♦♠❡ ♦❢ t❤❡ ❧♦❣ ❛♥❛❧②s✐s✿ t❤❡ ❧♦❣ ❝♦♥t❛✐♥s r❡❢❡r✲
❡♥❝❡s t♦ ♣✐❡❝❡s ♦❢ ✐♥❢♦r♠❛t✐♦♥ t❤❛t ♠❛② ❤❛✈❡ t♦ ❜❡ ❝❤❡❝❦❡❞ ❜② t❤❡ ❛✉❞✐t♦r✳ ❋♦r ❡①❛♠♣❧❡✱
t❤❡ r❡❛s♦♥ ❛r❣✉♠❡♥t ♦❢ ❘❡❛❞ ❡✈❡♥ts ❝❛♥ t❛❦❡ t❤❡ ❢♦r♠ ♦❢ ❛ ♣✐❡❝❡ ♦❢ t❡①t ❡①♣❧❛✐♥✐♥❣ ✐♥ ♠♦r❡
❞❡t❛✐❧ t❤❡ ❥✉st✐✜❝❛t✐♦♥ ❢♦r t❤❡ ✉s❡ ♦❢ t❤❡ ❞❛t❛✹✳ ❙✐♠✐❧❛r❧②✱ t❤❡ ♣❛r❛♠❡t❡rs ❛ss♦❝✐❛t❡❞ ✇✐t❤
❜r❡❛❦✲❣❧❛ss ❡✈❡♥ts ❝❛♥ ❜❡ ❝❤❡❝❦❡❞ t♦ ❝♦♥✜r♠ t❤❛t t❤❡② ♣r♦✈✐❞❡ s✉✣❝✐❡♥t ❥✉st✐✜❝❛t✐♦♥s ❢♦r
t❤❡ ❜r❡❛❝❤ ♦❢ ❛ ♣r✐✈❛❝② ♣r♦♣❡rt②✺✳
■t s❤♦✉❧❞ ❜❡ ❝❧❡❛r t❤❛t t❤❡ ♦❜❥❡❝t✐✈❡ ♦❢ ❛♥ ❛✉❞✐t ✐♥ t❤❡ ❝♦♥t❡①t ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ✐s ♥♦t t♦ ♣r♦✈✐❞❡
❛ ♦♥❡ ❤✉♥❞r❡❞ ♣❡r ❝❡♥t ❣✉❛r❛♥t❡❡ t❤❛t t❤❡ s②st❡♠ ✐s ❝♦♠♣❧✐❛♥t✳ ❚❤❡ ❣❡♥❡r❛❧ ♣❤✐❧♦s♦♣❤② ✐s t❤❛t ❛
❣♦♦❞ ❛❝❝♦✉♥t❛❜✐❧✐t② ♣r♦❝❡ss s❤♦✉❧❞ ♠❛❦❡ ✐t ♠♦r❡ ❞✐✣❝✉❧t ❢♦r ❉❈ t♦ ❜r❡❛❝❤ t❤❡ r✉❧❡s ❛♥❞ ❛❧s♦ t♦
❝♦✈❡r ✉♣ t❤❡✐r ♠✐s❜❡❤❛✈✐♦✉r✳ ■♥ ♣r❛❝t✐❝❡✱ ❛✉❞✐t♦rs ✭♦r ❝♦♥tr♦❧❧❡rs ♦❢ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆✉t❤♦r✐t✐❡s✻✮
❞♦ ♥♦t ❛tt❡♠♣t t♦ ❝❤❡❝❦ ❛❧❧ ❧♦❣ ❡♥tr✐❡s ❢♦r ❛❧❧ ❝♦❧❧❡❝t❡❞ ❞❛t❛✿ t❤❡② r❛t❤❡r ❝❤♦♦s❡ t♦ ❡①♣❧♦r❡ ❧♦❣s
s❡❧❡❝t✐✈❡❧② t♦ ❝❤❡❝❦ s♣❡❝✐✜❝ t②♣❡s ♦❢ ❞❛t❛✼✳ ■♥ ♦✉r ♠♦❞❡❧✱ t❤❡ ❝♦rr❡❝t♥❡ss ♣r♦♣❡rt② ♦❢ ➓✹ ❞❡✜♥❡s
❛ ❝♦♥❞✐t✐♦♥ t♦ ❜❡ ♠❡t ❜② s✉❝❤ ❛ ❧♦❣ ❛♥❛❧②s❡r✳ ❉❡s♣✐t❡ t❤❡ ❢❛❝t t❤❛t ❛ ❢✉❧❧ ❛♣♣❧✐❝❛t✐♦♥ ♦❢ ❢♦r♠❛❧
✈❡r✐✜❝❛t✐♦♥s ✐s ♦✉t ♦❢ r❡❛❝❤ ✐♥ t❤✐s ❝♦♥t❡①t✱ ✇❡ ❜❡❧✐❡✈❡ t❤❛t t❤❡ ❢♦r♠❛❧ ❛♣♣r♦❛❝❤ ❢♦❧❧♦✇❡❞ ❤❡r❡ ❝❛♥
❜r✐♥❣ s✐❣♥✐✜❝❛♥t ❜❡♥❡✜ts ✐♥ t❡r♠s ♦❢ r✐❣♦✉r ✐♥ t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ t❤❡ ♦❜❥❡❝t✐✈❡s ❛♥❞ t❤❡ ♣r♦❝❡❞✉r❡s
t♦ r❡❛❝❤ t❤❡♠✳
✹❚❤❡s❡ ❞❡s❝r✐♣t✐♦♥s ❝❛♥ ❜❡ r❡❝♦r❞❡❞ ✐♥ ❛ ❧✐❜r❛r② ❛♥❞ ♣r♦✈✐❞❡❞ t❤r♦✉❣❤ s♣❡❝✐✜❝ ❢✉♥❝t✐♦♥s❀ t❤❡② ❛r❡ ✉s❡❢✉❧ t♦
❝♦♠♣❧❡♠❡♥t ❛♥❞ ❞❡✜♥❡ ♠♦r❡ ♣r❡❝✐s❡❧② t❤❡ ♣✉r♣♦s❡ ❛r❣✉♠❡♥t✳
✺❊❛❝❤ ❜r❡❛❦✲❣❧❛ss ❡✈❡♥t ✐s ❛ss♦❝✐❛t❡❞ ✇✐t❤ ❛ s❡t ❡t ♦❢ ❛✛❡❝t❡❞ ❡♥t✐t✐❡s ❛♥❞ ❞❛t❛ t②♣❡s✳
✻❙✉❝❤ ❛s t❤❡ ❈◆■▲ ✐♥ ❋r❛♥❝❡✳
✼❚②♣✐❝❛❧❧②✱ s❡♥s✐t✐✈❡ ❞❛t❛ ♦r ❞❛t❛ ❢♦r ✇❤✐❝❤ t❤❡② ❤❛✈❡ s✉s♣✐❝✐♦♥s ♦❢ ❜r❡❛❝❤✳
■♥r✐❛
▲♦❣ ❆♥❛❧②s✐s ❢♦r P❡rs♦♥❛❧ ❉❛t❛ Pr♦t❡❝t✐♦♥ ❆❝❝♦✉♥t❛❜✐❧✐t② ✭❊①t❡♥❞❡❞ ❱❡rs✐♦♥✮ ✶✺
✻ ❘❡❧❛t❡❞ ❲♦r❦
❆❝❝♦✉♥t❛❜✐❧✐t② ✐♥ ❝♦♠♣✉t❡r s❝✐❡♥❝❡ ✐s ❣❡♥❡r❛❧❧② ❛ss♦❝✐❛t❡❞ ✇✐t❤ ✈❡r② s♣❡❝✐✜❝ ♣r♦♣❡rt✐❡s✳ ❆♥
❡①❛♠♣❧❡ ♦❢ ❛ ❢♦r♠❛❧ ♣r♦♣❡rt② ❛tt❛❝❤❡❞ t♦ ❛❝❝♦✉♥t❛❜✐❧✐t② ✐s ♥♦♥✲r❡♣✉❞✐❛t✐♦♥✿ ❢♦r ❡①❛♠♣❧❡✱ ❇❡❧❧❛
❛♥❞ P❛✉❧s♦♥ ❬✷❪ s❡❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ❛s ❛ ♣r♦♦❢ t❤❛t ❛ ♣❛rt✐❝✐♣❛♥t t♦♦❦ ♣❛rt ✐♥ ❛ s❡❝✉r✐t② ♣r♦t♦❝♦❧
❛♥❞ ♣❡r❢♦r♠❡❞ ❝❡rt❛✐♥ ❛❝t✐♦♥s✳ ❚❤❡ ♣r♦♦❢ ♦❢ ♥♦♥✲r❡♣✉❞✐❛t✐♦♥ r❡❧✐❡s ♦♥ t❤❡ ♣r❡s❡♥❝❡ ♦❢ s♣❡❝✐✜❝
♠❡ss❛❣❡s ✐♥ ♥❡t✇♦r❦ ❤✐st♦r②✳
❙❡✈❡r❛❧ ❢r❛♠❡✇♦r❦s ❢♦r ❛ ♣♦st❡r✐♦r✐ ❝♦♠♣❧✐❛♥❝❡ ❝♦♥tr♦❧ ❤❛✈❡ ❛❧r❡❛❞② ❜❡❡♥ ❞❡✈❡❧♦♣❡❞✳ ❊t❛❧❧❡
❛♥❞ ❲✐♥s❜♦r♦✉❣❤ ❬✶✵❪ ♣r❡s❡♥t ❛ ❧♦❣✐❝❛❧ ❢r❛♠❡✇♦r❦ ❢♦r ✉s✐♥❣ ❧♦❣s t♦ ✈❡r✐❢② t❤❛t ❛❝t✐♦♥s t❛❦❡♥ ❜②
t❤❡ s②st❡♠ ❛r❡ ❛✉t❤♦r✐③❡❞✳ ❈❡❞❡rq✉✐st ❡t ❛❧✳ ❬✻❪ ✐♥tr♦❞✉❝❡ ❛ ❢r❛♠❡✇♦r❦ t♦ ❝♦♥tr♦❧ ❝♦♠♣❧✐❛♥❝❡ ♦❢
❞♦❝✉♠❡♥t ♣♦❧✐❝✐❡s ✇❤❡r❡ ✉s❡rs ♠❛② ❜❡ ❛✉❞✐t❡❞ ❛♥❞ ❛s❦❡❞ t♦ ❥✉st✐❢② ❛❝t✐♦♥s✳ ❏❛❣❛❞❡❡s❛♥ ❡t ❛❧✳ ❬✶✹❪
❞❡✜♥❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ❛s ❛ s❡t ♦❢ ♠❡❝❤❛♥✐s♠s ❜❛s❡❞ ♦♥ ✏❛❢t❡r✲t❤❡✲❢❛❝t ✈❡r✐✜❝❛t✐♦♥✑ ❜② ❛✉❞✐t♦rs ❢♦r
❞✐str✐❜✉t❡❞ s②st❡♠s✳ ❆s ✐♥ ❬✶✽❪✱ ❜❧❛♠❡ ❛ss✐❣♥♠❡♥t ❜❛s❡❞ ♦♥ ❡✈✐❞❡♥❝❡ ♣❧❛②s ❛ ❝❡♥tr❛❧ r♦❧❡ ✐♥
t❤✐s ❢r❛♠❡✇♦r❦✳ ■♥t❡❣r✐t② ✭t❤❡ ❝♦♥s✐st❡♥❝② ♦❢ ❞❛t❛✮ ❛♥❞ ❛✉t❤❡♥t✐❝❛t✐♦♥ ✭t❤❡ ♣r♦♦❢ ♦❢ ❛♥ ❛❝t♦r✬s
✐❞❡♥t✐t②✮ ❛r❡ ✐♥t❡❣r❛❧ t♦ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♠♦❞❡❧✳ ❚♦❣❡t❤❡r ✇✐t❤ ♥♦♥✲r❡♣✉❞✐❛t✐♦♥ ❬✷❪✱ t❤❡s❡
r❛t❤❡r t❡❝❤♥✐❝❛❧ ❝♦♥❝❡♣ts ❛r❡ ♦❢t❡♥ s❡❡♥ ❛s ♣✐❧❧❛rs ♦❢ t❤❡ ❝♦♥❝❡♣t ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ✐♥ ❝♦♠♣✉t❡r
s❝✐❡♥❝❡ ❧✐t❡r❛t✉r❡✳
❖♥ t❤❡ ♣r❛❝t✐❝❛❧ s✐❞❡✱ ❍❛❡❜❡r❧❡♥ ❬✶✸❪ ♦✉t❧✐♥❡s t❤❡ ❝❤❛❧❧❡♥❣❡s ❛♥❞ ❜✉✐❧❞✐♥❣ ❜❧♦❝❦s ❢♦r ❛❝❝♦✉♥t✲
❛❜❧❡ ❝❧♦✉❞ ❝♦♠♣✉t✐♥❣✳ ❆❝❝♦✉♥t❛❜✐❧✐t② ✐s s❡❡♥ ❛s ❞❡s✐r❛❜❧❡ ❜♦t❤ ❢♦r ❝✉st♦♠❡rs ♦❢ ❝❧♦✉❞ s❡r✈✐❝❡s
❛♥❞ s❡r✈✐❝❡ ♣r♦✈✐❞❡rs✳ ❚❤❡ ❜✉✐❧❞✐♥❣ ❜❧♦❝❦s ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ❛r❡ ❞❡✜♥❡❞ ❛s ❝♦♠♣❧❡t❡♥❡ss✱ ❛❝✲
❝✉r❛❝② ❛♥❞ ✈❡r✐✜❛❜✐❧✐t②✳ ❚❡❝❤♥✐❝❛❧ s♦❧✉t✐♦♥s t♦ ❡♥❛❜❧❡ t❤❡s❡ ❝❤❛r❛❝t❡r✐st✐❝s ♦♥ ❝❧♦✉❞ ❝♦♠♣✉t✐♥❣
♣❧❛t❢♦r♠s ❤❛✈❡ ❜❡❡♥ ❞❡✈✐s❡❞ ❜② t❤❡ ❛✉t❤♦rs✳
❲♦r❦ ♣r❡s❡♥t❡❞ ✐♥ ❬✶✻❪ ♣r♦♣♦s❡s ❝r✐t❡r✐❛ ❢♦r ❛❝❝❡♣t❛❜❧❡ ❧♦❣ ❛r❝❤✐t❡❝t✉r❡ ❞❡♣❡♥❞✐♥❣ ♦♥ s②st❡♠
❢❡❛t✉r❡s ❛♥❞ ♣♦t❡♥t✐❛❧ ❝❧❛✐♠s ❜❡t✇❡❡♥ t❤❡ ♣❛rt✐❡s✳
❋✐♥❛❧❧②✱ ❝✉rr❡♥t ❧❡❣❛❧ ♣❡rs♣❡❝t✐✈❡s ♦♥ ❛❝❝♦✉♥t❛❜✐❧✐t② ❛r❡ s✉r✈❡②❡❞ ✐♥ ❬✶✷❪✳
❘❘ ♥➦ ✽✹✸✷
✶✻ ❇✉t✐♥ ✫ ▲❡ ▼ét❛②❡r
✼ ❈♦♥❝❧✉s✐♦♥s
❈♦♥s✐❞❡r✐♥❣ t❤❡ ❡✈❡r✲❣r♦✇✐♥❣ ❝♦❧❧❡❝t✐♦♥ ❛♥❞ ✢♦✇ ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ ✐♥ ♦✉r ❞✐❣✐t❛❧ s♦❝✐❡t✐❡s✱ ❛ ♣r✐♦r✐
❝♦♥tr♦❧s ✇✐❧❧ ❜❡ ❧❡ss ❛♥❞ ❧❡ss ❡✛❡❝t✐✈❡ ❢♦r ♠❛♥② r❡❛s♦♥s✱ ❛♥❞ ❛❝❝♦✉♥t❛❜✐❧✐t② ✇✐❧❧ ❜❡❝♦♠❡ ♠♦r❡
❛♥❞ ♠♦r❡ ♥❡❝❡ss❛r② t♦ ❝♦✉♥t❡r❜❛❧❛♥❝❡ t❤✐s ❧♦ss ♦❢ ❡① ❛♥t❡ ❝♦♥tr♦❧ ❜② ❉❙✳ ❆♥♦t❤❡r ♠❛❥♦r ❜❡♥❡✜t
♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② ✐s t❤❛t ✐t ❝❛♥ ❛❝t ❛s ❛♥ ✐♥❝❡♥t✐✈❡ ❢♦r ❉❈ t♦ t❛❦❡ ♣r✐✈❛❝② ❝♦♠♠✐t♠❡♥ts ♠♦r❡
s❡r✐♦✉s❧② ❛♥❞ ♣✉t ❛♣♣r♦♣r✐❛t❡ ♠❡❛s✉r❡s ✐♥ ♣❧❛❝❡✱ ❡s♣❡❝✐❛❧❧② ✐❢ ❛✉❞✐ts ❛r❡ ❝♦♥❞✉❝t❡❞ ✐♥ ❛ tr✉❧②
✐♥❞❡♣❡♥❞❡♥t ✇❛② ❛♥❞ ♣♦ss✐❜❧② ❢♦❧❧♦✇❡❞ ❜② s❛♥❝t✐♦♥s ✐♥ ❝❛s❡ ♦❢ ❜r❡❛❝❤✳ ❆s ♣♦✐♥t❡❞ ♦✉t ❜② ❉❡
❍❡rt✱ ✏t❤❡ q✉❛❧✐t❛t✐✈❡ ❞✐♠❡♥s✐♦♥ ♦❢ ❛❝❝♦✉♥t❛❜✐❧✐t② s❝❤❡♠❡s ♠❛② ♥♦t ❜❡ ✉♥❞❡rr❛t❡❞✑ ❬✾❪✳
❍♦✇❡✈❡r✱ t❤❡ t❡r♠ ✏❛❝❝♦✉♥t❛❜✐❧✐t②✑ ❤❛s ❜❡❡♥ ✉s❡❞ ✇✐t❤ ❞✐✛❡r❡♥t ♠❡❛♥✐♥❣s ❜② ❞✐✛❡r❡♥t ❝♦♠♠✉✲
♥✐t✐❡s✱ ✈❡r② ♦❢t❡♥ ✐♥ ❛ ❜r♦❛❞ s❡♥s❡ ❜② ❧❛✇②❡rs ❛♥❞ ✐♥ ✈❡r② s♣❡❝✐✜❝ t❡❝❤♥✐❝❛❧ ❝♦♥t❡①ts ❜② ❝♦♠♣✉t❡r
s❝✐❡♥t✐sts✳ ❚❤✐s ♣❛♣❡r ❛✐♠s t♦ r❡❝♦♥❝✐❧❡ ❜♦t❤ ✇♦r❧❞s✱ ❜② ❞❡✜♥✐♥❣ ♣r❡❝✐s❡❧② t❤❡ ❛s♣❡❝ts ✇❤✐❝❤ ❝❛♥
❜❡ ❢♦r♠❛❧✐s❡❞ ❛♥❞ s❤♦✇✐♥❣ ❤♦✇ ♠❛♥✉❛❧ ❝❤❡❝❦s ❝❛♥ ❝♦♠♣❧❡♠❡♥t ❛✉t♦♠❛t✐❝ ✈❡r✐✜❝❛t✐♦♥s✳
❚❤❡ ❧❛♥❣✉❛❣❡ ✉s❡❞ ❤❡r❡ t♦ ❡①♣r❡ss ♣r✐✈❛❝② ♣♦❧✐❝✐❡s ❛♥❞ t❤❡ s❡ts ♦❢ ❡✈❡♥ts ❛r❡ t②♣✐❝❛❧ ♦❢ t❤❡
♠♦st r❡❧❡✈❛♥t ✐ss✉❡s ✐♥ t❤✐s ❛r❡❛✱ ❜✉t t❤❡② s❤♦✉❧❞ ♦❜✈✐♦✉s❧② ❜❡ ❝♦♠♣❧❡♠❡♥t❡❞ t♦ ❜❡ ✉s❡❞ ❛s ❛
❜❛s✐s ❢♦r ❛♥ ❡✛❡❝t✐✈❡ ❛❝❝♦✉♥t❛❜✐❧✐t② ❢r❛♠❡✇♦r❦✳ ■♥ ♦r❞❡r t♦ ✐♠♣❧❡♠❡♥t s✉❝❤ ❛ ❢r❛♠❡✇♦r❦✱ s❡✈❡r❛❧
✐ss✉❡s s❤♦✉❧❞ ❜❡ ❛❞❞r❡ss❡❞✿
❼ ❚❤❡ s❡❝✉r✐t② ✭✐♥t❡❣r✐t② ❛♥❞ ❝♦♥✜❞❡♥t✐❛❧✐t②✮ ♦❢ t❤❡ ❧♦❣s s❤♦✉❧❞ ❜❡ ❡♥s✉r❡❞✳ ❚❤✐s ❛s♣❡❝t✱
✇❤✐❝❤ ❤❛s ♥♦t ❜❡❡♥ ❞✐s❝✉ss❡❞ ❤❡r❡✱ ❤❛s ❜❡❡♥ ❛❞❞r❡ss❡❞ ❜② ♣r❡✈✐♦✉s ✇♦r❦ ❬✶✾✱ ✸✱ ✷✵❪✳
❼ ❆ s✉✐t❛❜❧❡ ✐♥t❡r❢❛❝❡ s❤♦✉❧❞ ❜❡ ♣r♦✈✐❞❡❞ t♦ t❤❡ ❛✉❞✐t♦rs ❢♦r ❛ s❡❧❡❝t✐✈❡ s❡❛r❝❤ ♦❢ t❤❡ ❧♦❣s
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❼ ▼♦r❡ ❝♦♠♣❧❡① ❞❛t❛ ♠❛♥✐♣✉❧❛t✐♦♥ ♦♣❡r❛t✐♦♥s s❤♦✉❧❞ ❜❡ ❝♦♥s✐❞❡r❡❞✱ ✐♥❝❧✉❞✐♥❣ ❢♦r ❡①❛♠♣❧❡
t❤❡ ♠❡r❣✐♥❣ ♦❢ ❞✐✛❡r❡♥t ♣✐❡❝❡s ♦❢ ♣❡rs♦♥❛❧ ❞❛t❛ ♦r ❛♥♦♥②♠✐③❛t✐♦♥ t❡❝❤♥✐q✉❡s✳ ❚❤❡ ♣r✐✈❛❝②
♣♦❧✐❝② ❧❛♥❣✉❛❣❡ s❤♦✉❧❞ ❜❡ ❡①t❡♥❞❡❞ t♦ ❛❧❧♦✇ t❤❡ ❉❙ t♦ s♣❡❝✐❢② t❤❡ r✉❧❡s ❛ss♦❝✐❛t❡❞ ✇✐t❤
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▲❛st ❜✉t ♥♦t ❧❡❛st✱ ✐t ✐s ❛❧s♦ ♣♦ss✐❜❧❡ t♦ r❡❞✉❝❡ ❡✈❡♥ ❢✉rt❤❡r t❤❡ ❛♠♦✉♥t ♦❢ ❞❛t❛ st♦r❡❞ ✐♥ t❤❡
❧♦❣s ❜② ❡♥s✉r✐♥❣ t❤❛t ♥♦t ♦♥❧② t❤❡ ✈❛❧✉❡s ♦❢ ♣❡rs♦♥❛❧ ✐♥❢♦r♠❛t✐♦♥ ❛r❡ ♥♦t r❡❝♦r❞❡❞ ✐♥ t❤❡ ❧♦❣s✱ ❜✉t
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